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Evaluator Training Course
Guidance on Vulnerability Search and Analysis
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This document gives guidance on how to initiate the process of identifying vulnerabilitiesin
conjunction with other evauation activities. Particular focusis given to the devel opment
representation evaluation activities

Itisasupplement to verson 4.0 (July 2000) of theevauator training materia. Versons4.0
of the other components of the evauator training material remain current a thistime,
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Background

1.

Both CEM and UK SP 05 Part 111 provide amethodol ogy for identifying vulnerabilitiesinaTOE,
based around ataxonomy of generic attack methods. Such a methodology isarequiste part of
the evauation activity of independent vulnerability analysis.

Whilst the checklist gpproach inherent in both methodologies is intended to enhance the
reproducibility of evauations, it is evident from experience thet its effectiveness a helping
evauators find vulnerabilities could be sgnificantly improved. This is not because of any
perceived flaws with the gpproach itself; rather it is because its effectiveness is rdiant on the
checklist being gpplied in conjunction with other evaluation activities, such as design or code
andyss—and neither CEM nor UK SP 05 provide any guidance on how thismight beachievedin
practice.

To provide such guidance is the fundamental am of this documen.

Scope

4.

Asisimplied above, thisguideis applicable to both CCand ITSEC evauaions. Moreover, itis
intended to be fully applicable to SY Sh evaluations and Fast Track Assessments.

InaCC evauation, independent vulnerability analysisisonly arequirement at AVA_VLA.2and
higher, which featuresin EAL4 and higher assurance levels. Nonetheless, the principles can be
expected to gpply at other CC assuranceleves. Thisisbecause an awareness of the checklist of
generic atack methods should help evauators in identifying ‘obvious (or ‘encountered't)
vulnerabilities. In this sense the differences between an evaluationat AVA_VLA.1(eg. EAL3)
andonea AVA VLA.2 (eg. EAL4) arethat:

a AVA _VLA.1doesnot require forma application of the generic attack method
checklist, and hence does not require the ETR to demondtrate that it has been applied
in a comprehensve manner. This reflects the nature of the *passve search for
vulnerabilities that is expected a thisleve: evauators are not required to actively search
for vulnerabilities (and hence demondtrate that they have done s0), but they are
expected to be dert to any vulnerabilities that are ‘ obvious from the evidence
examined (eg. ADV ddiverables).

b) AVA_VLA.1will generdly (though not necessarily) be gpplied where only a subset of
the TSF representation evidence is available; hence (aswill be seen) an evauation at
thislevel will not be able to give full congderation to dl of the generic atack methods
described in the CEM.

Thisguidefocusesonthe ADV activities (i.e. design and code analyss), asthisistheareathat is
felt to bemaost in need of guidance. The ADV activities are the most significant of the non-testing
group of activities in terms of evaduator effort, and as such ought to be a fruitful source of

penetration testing ideas. Neverthel essthe principles expounded here should be applied (where
relevant) to other activities as well, e.g. the evaluation of guidance documentation.

! The term ‘encountered’ vulnerability, introduced in recent AVA proposals from the CCIMB, is arguably a better
characterisation of such vulnerabilities and how an evaluator discoversthem.
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Terminology

7.

10.

In line with the current trend towards CC eva uations, or gpproachesthat are strongly based on
CC principles (eg. SY Sh evduation, FTA), this guide uses CC terminology.

Nonetheless, as stated above, the guide is equaly applicable to ITSEC evauations. The guide
may thusbeinterpreted appropriatdy for such evauations, generdly by subgtitution of equivdent
terms, for example:

a)  Architectural design for high-level design
b) Detailed design for low-level design

c) Major component for TSF subsystem

d) Basic component for module.

Thisguide assumesthat the reader is sufficiently familiar with ITSEC and CC to be ableto relate
the guidance to the relevant parts of an ITSEC evauation where needed.

Notwithstanding the terminology used in CEM and UKSP 05 Part 111, for the sake of clarity, the
following terms are used in this guide:

a)  Theterm attack method (occasonally abbreviated to just attack) refersto a particular
means or technique by which an attacker attempts to exploit a known or suspected
vulnerability in the TOE.

b) A generic attack method is onethat is expressed in sufficiently abstract terms as to be
applicable to many different types of TOE.

c)  Theterm vulnerability isused drictly within the meaning defined in CEM, i.e a
weakness in the TOE that can be used to violate a security policy (normaly helping
to redlise one or more thresets, thereby leading to compromise of the assets).

The Approach to Searching for Vulnerabilities

11.

12.

13.

This guide presents two different (but complementary) views of the search for vulnerahilities:

a)  TheVulnerability Oriented View, which focuses on the different types of generic
attack method, as described in CEM and UK 'SP 05.

b)  The Assurance Component Oriented View, which focuses on the activities of
examining ADV ddiverablesin particular, and discusses the various checks that may
result in the discovery of vulnerabilities by suggesting potentidly fruitful attack methods.

We firgt present the Vulnerability Oriented View; this view should be the one that is most
familiar to the reader, since it follows on from the independent vulnerability andys's approach
described in CEM and UKSP 05. We build on this approach by linking the various types of
generic atack method to the ADV activities where the vulnerabilities they exploit they might be
first discovered.

We then move on to the Assurance Component Oriented View, which congders the various
checks that are required for the examination of each TSF representation, and advises the
evaluator on design and implementation features that may be the source of vulnerabilities.
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Vulnerability Oriented Search

14.

15.

16.

17.

18.

19.

This section summarises the generic attack methods described in the CEM and UK SP05
gpproaches, and expands on those documents by identifying their rlationship tothe ADV criteria
checks.

CEM and UK SP 05 identify the four basic attack methods:

a  Bypassing

b) Tampeing

c) Direct Attack
d Misuse

A key to understanding the differences between these four basic attack methodsisto appreciate
the fallowing points:

a) Insofar asthe TOE design is concerned, there exist a number of expected routes that
an attacker may take to the protected asset. In order for the asset to be adequately
protected, the appropriate SH(s) must be invoked at some point along the route.

b) Insofar asthe SF specifications are concerned, each SF has an expected behaviour;
that is, an SF operatesin such away asto protect the asset it is intended to defend.

The four basc attack methods can be characterised in terms of how they are amed a
undermining either of these properties. Thefollowing table provides adefinition of each in these
terms.

Attack Expected route taken? SF behaving as expected?
Bypass X v
Tampering v x
Direct Attack v v
Misuse v X

Thistableillugtrates that Tampering and Misuse atacks are closdy linked, in that the attacker
amsto exploit thefact that the behaviour of the SF has been dtered to the attacker’ sadvantage.
They differ in respect of who (or what) caused the dteration in behaviour. In the case of
Tampering, itisthe attacker who actively causesthe changein behaviour; in the case of Misuse,
the change in behaviour arises as a result of human or other operational error. The key to
identifying the potentid for these attacks thusliesin discovering the ways of dtering the behaviour
of an SF.

By contrast, Bypass attacks do not depend on the behaviour of the SF being altered. Rather, the
attacker seeksan dternative route to the asset— aroute that the devel oper was not expecting. If
a Bypass attack succeeds, it is because either no SFs are invoked on this alternative route, or
because the SFsthat areinvoked areineffective at protecting the assst. The key toidentifying the
potentid for these attacks thus lies in discovering dternative routes to the assets that require
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20. Findly, thereis Direct Attack which (asthetable illustrates) involves an attacker attempting to

defeat an SF without any attempt to either select an dternative route to the asset, or to ater the
behaviour of the SF. The key to identifying the potentid for such attacks lies in discovering
weaknesses in the underlying mechanisms used to implement a SF.

Bypassing Attacks

21.

Bl1.1
B1.2
B1.3
Bl1.4

B1.5

22.

23.

B2.1
B2.2

B2.3

24,

B3.1

The firgt class of bypass atack is that which exploits the capabilities of TSF interfaces or of

utilities that interact with the TOE (often at alow level), so asto find an alter nate route to the
asset requiring protection. For this class of attack, the pecification of externd interfacesin the
FSPisthe primary source of inspiration for possible penetration tests. However, it is often the
casethat detall in less abstract representationswill help refine or focusidess. Thefiveattacksin
this category are;

Bypass by changing a pre-defined sequence order.

Bypass by inserting a component into a pre-defined sequence.

Bypass by using a component in an unexpected context or for an unexpected purpose.
Bypass through exploitation of implementation detail in less abstract representations.

Bypass through use of delay between time of check and time of use

It may be noted that the term sequence in this context refers to a set of operations that are
performed in a particular order. These operations may correpond to externd interface calls,
actions performed by interacting TSF subsystems, or may refer to interactions between the TOE
and the IT environment.

The second class of bypass attack is that which exploits inheritance of privilege. Here, the
attacker seeks an alternate route to the asset that, whilst defended by SFs, does not prevent
compromise of the asset because the route confers upon the attacker the privilege to circumvent
those SFs. For thisclass of attack it is primarily the FSP, supported by informationinthe HLD
(and possibly the guidance documentation) that provides the main source of ideasfor penetration
tests. The three attacks in this category are:

Privilege inheritance through illicit execution of data.
Privilege inheritance through generation of unexpected input.

Privilege inheritance through invalidation of properties or assumptions on which lower-
level components rely.

Findly, there are the bypass attacks that are based on reading sendtive data stored in
inadequately protected areas. Here the alter nate route to the asset is opened up by the TOE
itsdf gtoring the asset (sendtive data in this case), or a copy of it, in a location that is not
adequatdly defended by the SFs. With thisclass of attack, the HLD in conjunction with the FSP
and guidance documentation isthe likeliest source of penetration test ideas. Thethree attacksin
this category are;

Read sensitive data stored in inadequately protected areas of memory or disk storage.
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B3.2 Read sensitive data by exploiting access to shared resources.

B3.3 Read sensitive data by exploiting error recovery.

25. Thefollowing table summarises the attacks and likely sources of potentia vulnerahilities.

Attack Method

Source

Action

Exploit interface capabilities

Sequence manipulation
[B1.1, B1.2]

FSP

Are any security-relevant operations implemented by
a sequence of interface calls?

In such a sequence, which interface call(s) do not
result in the invocation of the appropriate SF?

Are there defined sequences of interactions between
the TOE and the IT environment that could be
susceptible to manipulation, e.g. man-in-the-middle
attacks?

HLD

Are any SFs implemented by a sequence of TSF
subsystem actions?

In such a sequence, can the TSF subsystems, or
communications between them, be manipulated?

Unexpected use of interface —
context or purpose [B1.3]

FSP

Are there any ‘general-purpose’ TSF interfaces that
could be used for an unexpected security-relevant
purpose?

LLD
IMP

Are implementation details introduced in the LLD or
implementation representation that provide the
potential to use an interface in an unexpected
manner?

Exploit implementation detail
[B1.4]

HLD
LLD
IMP

What shared resources are evident in the TSF
representation that might be exploited for illicit data
flow?

Exploit time delay [B1.5]

FSP
HLD

For those sequences identified as above, are any
susceptible to the injection of a time delay? Could
something happen in an interim period or timeslot that
invalidates previous enforcement?

Inherit privileges

Unexpected execution [B2.1]

FSP
HLD

What privileged programs or applications are present
in the TOE?

Is there any potential for execution of data input
directly or indirectly from their external interface?

Unexpected input [B2.2]

FSP

What potential exists, as evident from the external
interfaces to privileged programs and applications, for
unexpected input to cause an uncontrolled exit,
resulting in illicit privilege inheritance?

Invalidate assumptions/properties
[B2.3]

HLD

Given the layer or level at which the SFs are enforced,
are the lower layers/levels that provide access to the
asset assumed not to be accessible? Are those
assumptions valid, or could they be undermined in
any way?
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Attack Method Source Action

Read sensitive data

Unprotected areas [B3.1] HLD If the TOE processes sensitive user data, does the

FSP TOE keep copies of the data (whether temporary or
not)? If so, where is it stored, and who can access
those areas?

Exploit shared resource access HLD What shared resources exist that might contain
[B3.2] FSP copies of sensitive user data? How is access
controlled to such resources?
Exploit error recovery [B3.3] FSP If error recovery is invoked, how does the TOE
AGD process sensitive user data, e.g. in recovery or

temporary files? Where are these stored, and who
can access them?

Tampering Attacks

26.

27.

28.

29.

T1.1

T1.2

T1.3

30.

Asdescribed above, atampering attack can be broadly characterised asonethat isbased onan
attacker directly or indirectly atering the behaviour of an SF in order to defeet it.

The key to finding such attacks is thus to identify al possible factors that could influence the
behaviour of a Security Function. Such dependencies include obvious cases such as TSF data,
together with those that areless obvious, such as system resource or parameter limitswhich may
have no direct relevance to security. The former should be evident from the design, whereas
identification of thelatter may require moreintuitive or laterd thinking on the part of the evauator.

There are three basic ways of redlisng a tampering attack:
a)  Identify control dataor security attributes on which the security functions depend.
b)  Seewhat happens when the TOE isforced to cope with unexpected input or Stuations.

c)  Determine whether security mechanisms can be disabled or whether security
enforcement can be delayed.

The firgt class of tampering attack involves accessing data on whose confidentidity or integrity a
SF relies. For this class of attack method, any TSF representation may give rise to possble
penetration test ideas, though as the representati ons become | ess abstract, themethods of attack
are likely to be more subtle, and thuslesslikely to have been addressed by the developer. The
three attacks in this category are:

Read, write or modify internal data directly or indirectly.

Tamper through use of a component in unexpected context or for unexpected
purpose.

Tamper through exploitation of interference not visible at higher levels of abstraction.

The second class of tampering attack is based on forcing the TOE to cope with unusua or
unexpected circumstances. Thefirgt of these methodsrelies on the FSP asthe primary source of
ideas, with less abstract representations hel ping to refine and focusthoseideas. The second (as
itsdefinition might suggest) reliesmore on less abstract representations such asthe LLD or code.
The two attacks in this category are:
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T2.1

T2.2

31

32.

T3.1
T3.2

T3.3

33.

Generate unexpected input for a component.

Invalidate assumptions and properties on which lower-level components rely.

Thefind classof tampering attack isbased on disabling or delaying security enforcement. It will

be noted that this form of attack will only be effective againgt those SFs that do not have to

complete before accessis allowed to the protected asset. An example would be security audit
SFs, which record security relevant events, but do not (under norma circumstances) prevent the
event from taking place. Thisincludesthose security audit SFsthat are required to intervene on
detection of suspicious activity; if such intervention can be delayed, the resultant attack may

succeed.

For thisclass of attack, thefirst two typesrely more on the FSPand HLD for ideas, whereasthe
third reliesmore on the less abstract representations such asthe LL D and code. Thethree attacks
in this category are:

Use interrupts or scheduling functions to disrupt sequencing.
Disrupt concurrence.

Exploit interference between components not visible at a higher level of abstraction.

The following table summarises the various forms of tampering attacks, together with the likely
sources of ideas for such attacks.

Attack Method Source Checklist Action

Accessing data

Access internal data [T1.1] FSP What internal TSF data is used by the SFs, and

HLD where is it stored (as evidenced in each

LLD representation)?

IMP What entities can access, or have access to, such
TSF data?

Unexpected use — context or FSP What internal TSF data is used by the SFs, and how
purpose [T1.2] HLD is access controlled to it?

:_I\;E Can any TSF interfaces be used to bypass these
controls (based on FSP and LLD information in
particular)?

Exploit interference [T1.3] FSP What internal TSF data is stored in a shared resource

HLD (as visible in each representation)?

:_I\I/I_II:D) What entities share these resources? Are any

resources susceptible to manipulation?

Force unexpected/unusual circumstances

Generate unexpected input [T2.1] HLD What dependencies of the SF can be identified from

FSP the design?

Could any of these dependencies be undermined
through unexpected input via a TSF interface, e.g.
data in an unexpected format, or of an unexpected
size or value?
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Attack Method Source Checklist Action
Invalidate assumptions [T2.2] LLD Do modules (LLD or code) implementing an SF make

IMP explicit or implicit assumptions about the data they
are handling? Could such assumptions be
undermined?

Disable/delay security enforcement

Disrupt sequencing [T3.1] HLD What SFs might be susceptible to this form of

FSP tampering?

Are any such SFs implemented by processes that
could be manipulated through scheduling or
termination?

Disrupt concurrence [T3.2] HLD What SFs might be susceptible to this form of

LLD tampering?

Do any such SFs rely on shared resources that might
be locked against use by that SF?

Exploit interference [T3.3] HLD What SFs might be susceptible to this form of

LLD tampering?

IMP Are there any dependencies of such SFs that might

be exploited to delay enforcement? Could these be
influenced or manipulated by other internal entities?

Direct Attacks

34.

Asagenerd rule, direct attack is only relevant to identification and authentication SFs, and any
other SFs that are implemented by a smilar underlying mechanism. Direct attack penetration
tests will generally be devised to confirm or disprove the SOF andysis. However (as noted
below) the TOE may contain security relevant mechanisms that are susceptible to direct attack,
and which could be exploited to circumvent a SF.

Misuse Attacks

35.

Inasimilar way, thisform of attack will be encagpsulated in penetration tests designed to confirm
or digporove the misuse analyss. However, it is worth noting that consderation of tampering
attacks as described above may give rise to misuse attacks. That isto say, the evauator may
determine that the behaviour of an SF can only be dtered by suitably privileged users, but the
evauator should also consider whether the SF behaviour could be unintentionally dtered asa
result of unwitting action (or inaction) by such users.

Composite Attacks and Attack Paths

36.

37.

It issometimesthe case that achosen attack can be categorised differently according to how itis
viewed. To some extent this is because of redundancy in the vulnerability andysis approach,
which hasthe benefit of hel ping to ensure potential vulnerabilitiesare not overlooked. Ultimately,
of course, the categorisation is very much a secondary issue: what mattersisthat the evaluators
uncover the vulnerability if it isthere. However, it can sometimes be helpful to think of such
attacks as composite attacks.

A composite atack is one that involves two (or possbly more) different attack methods. For
example, atampering attack that forces a privileged program to cope with unexpected input, in
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38.

order to execute abypassing attack (privilegeinheritance). Or, an‘aternate’ routeto bypassan
access control mechanism may be defended by a security relevant mechaniam thet is itsdlf
susceptible to direct attack.

Moregenerdly, one can consder an attack path asaroute an attacker may taketo compromise
an asst, requiring two or more ‘hurdles to be overcome — where each step aong the path
involves defeating an SF or a security relevant mechaniam.  Different atack methods may be
chosen for each step (or hurdle) along the path.

Assurance Component Oriented Search

39.

40.

In this section we focus on the ADV activities, and provide guidance on how an evauator might
identify potentia vulnerabilities during the course of performing thevariouswork unitsrequired for
these activities.

The generd gpproach of this part of the guide is to take each TSF representation in turn, and
identify the generic attack methodsthat might be suggested by the content of that representation.
We then relae such identifiable attack methods to the appropriate criteria checks where an

evauator might be expected to encounter them. The expectation is therefore that, when

performing such checks, the evaluator isdert to thetypes of potential vulnerabilitiesthat might be
in evidence.

Functional Specification

41.

42.

43.

From the perspective of the search for vulnerabilities, the most sgnificant part of this TSF
representation is the specification of external TSF interfaces.

Almost any generic attack might be suggested by an externd interface goecification, for theample
reason that, whatever penetration tests will be identified, there will be one or more externa
interfaces involved in the explaitation of any vulnerahilities or the execution of a gpecific attack.
The point isthat not al such vulnerabilities or atackswill be evident from the FSP. This section
deds with only those attack methods that might be suggested from consideration of the FSP
aone; it does not address (for example) attack methods suggested by the content of the HLD,
LLD or code, that require subsequent consderation of the FSP to convert the ideas into actua
penetration tests.

Thefollowing cases are of particular interest when performing the ADV_FSP evduator actions,
and as such merit further investigation:

a)  Security relevant operationsthat arecarried out by a sequence of interface
calls. If the enforcement of a particular SF is associated with one interface cdl in the
sequence, there may be a possibility of a sequence manipulation attack, e.g. changing
the order, inserting another call, or missng out acal. Also, the potentid for insertion of
time delay between time of check and time of use should be considered where rlevant
(e.g. because the TOE or another process may, in the intervening period, perform some
action that renders the previous check invdid or irrelevant).

b) Interfacesthat manipulate TSF data. Whilst the controls over who can cal such
interfaces are obvioudy of interest, evaluators should consider (in the detall about the
effects of caling the interface) where such datais stored, and whether an atacker can
gain accessto such areas. Evauators should aso consider whether the inputs to these
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45.

46.

47.

48.

interfaces have assumed limits or assumed formats, and if so, whether inputs can be
supplied that do not comply with such assumptions.

c) Interfacesto privileged programs/applications. The FSP should identify such
programs or applications that run with privilege. The interfaces to these may be
susceptible to attacks based on privilege inheritance. Evauators should consder the
possihility of supplying unexpected input to such interfaces (with the am of forcing an
uncontrolled exit, or forcing it to execute a series of commands). Evauators should
aso consider whether there are any other features that might be exploited, e.g. to get to
the command line interface whilst the program is running.

d) Interfacesthat process sensitive user data. It isworth consdering any detail about
the effects of cdling such interfaces, in terms of any user-visble information relaing to
interna processing, e.g. where temporary copies of senditive files are stored.

e) Interfacesthat access user-visible shared resources. Such interfaces should be
consdered for the potentid afforded by accesses to such resources, such asillicit
access to sendtive user or TSF data, or manipulating the content of such resourcesto
affect the operation of another process or cause an illicit dataflow. Inthiscase, itis
likely that evauators will need to use other sources of information (e.g. HLD, guidance)
to identify al such resources.

f) General purposeinterfaces. Such interfaces should be considered for potential use
in an unexpected way (e.g. with specidly congtructed inputs), with aview to performing
an action that would otherwise be subject to a SF, i.e. achieve bypass. Such interfaces
may also be susceptible to attacks based on supplying unexpected inputs. In both
cases, the potentid for attack may be difficult to identify based on FSPinformeation
adone. Evauators may need to consder information from other TSF representations
(particularly the LLD or code if availadle) in order to formulate attacks againgt such
interfaces.

The ADV_FSP work units that are most likely to reved potentid vulnerabilities as described
above invalve the following checks on the content and presentation of evidence.

Inconsistencies(e.g. ADV_FSP.2-2) may help redise any attack, depending on the nature of the
inconsstency.

Identification of external interfaces (e.g. ADV_FSP.2-3) focuses on direct and indirect
interfacesto the TSF. An indirect interface that can be called up directly (e.g. acommand line
interface used by a GUI interface) isworthy of investigation for bypass potentid: there may be
fewer controlsover input values, thereby providing the potentia for attacks based on unexpected
input to or use of an interface.

Description of all external interfaces (eg. ADV_FSP.2-4) focuses on the scope and

completeness of theinterface specification, and ensuring that each externd interfaceisadequately
described, to the extent that its security relevance can be determined. Thisincludesdl programs
that execute with privilege.

Description of complete behaviour (e.g. ADV_FSP.2-5) considers the documentation of input
parameters, externally visible effects, and error codesreturned. Thisisided for attacks such as
(for example) providing input values that are out of range. Descriptions of protocols and user-
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access ble databases that direct the activitiesof programs may indicate possibletampering attacks
directed against the dependencies of an SF.

High-Level Design

49. Here we see the top-level decomposition of the TOE into mgor sructurd units or TSF
subsystems.  Of paticular interest is the way the subsystems work together to provide the
Security Functions. Evauators should look for any dependencies or shared resources, including
both TSF data and |ess tangible dependencies such as resource availability.

50. Thefollowing casesareof particular interest when performing the ADV_HLD evaduator actions,
and as such merit further investigation:

a)

b)

d)

9

Availability of interfacesto ‘low-level” subsystems. In this context, a‘low-leve’
subsystem is one that implements ‘low level’ functions that are relevant to security (in
other words, functiondity that is subject to one or more SFs). An example would be a
subsystem that provides functions to access the contents of files stored on disk, where
the ST requires the enforcement of file access controls. The availability of the interfaces
to such subsystems should be considered for potentia bypass of the rdlevant SFs
(especidly where those SFs are implemented by another subsystem).

Security relevant operationsthat are carried out by a sequence of subsystem
actions. If the enforcement of aparticular SF is associated with subsystem in the
sequence, there may be a possbility of a sequence manipulation attack. For
example, one or more subsystems may be processes that can be killed, or affected by
scheduling functions. Or, there may be communications links between interacting
subsystems that offer the potentia for exploitation (e.g. through man-in-the-middle
attacks).

Storage of TSF datarelied upon by subsystems. The HLD should identify where
TSF datathat its subsystemsrely on is stored, both permanent and temporary. The
potentia for attackers gaining access to such storage areas should be investigated.

Other subsystem dependencies. Other, less tangible, dependencies should be
considered where these are evident in the HLD, e.g. availability of system resources, or
dependencies on system-wide configuration parameters.

Operation of privileged programs/applications. The operation of programs or
gpplications that run with privilege should be consdered, particularly for the potentid
for attacks based on privilege inheritance. Evauators should pay particular attention
to ‘indirect inputs' that may affect the operation of such privileged entities (e.g.
configuration or initidisation files) and whether these can be manipulated.

Subsystemsthat process sensitive user data. Evduators should investigate
whether such subsystems make temporary copies of the data they process (e.g. for
subsequent processing by another subsystem), and if so whether they offer the potentid
for illicit access,

Shared resources. The HLD should identify resources shared between different
subsystems or processes. The evaluators should consider the potentid afforded by
accesses to such resources, such asillicit access to sendtive user or TSF data, or

mani pulating the content of such resources to affect the operation of another process or
cause anillicit data flow.
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51

52.

53.

55.

56.

57.

58.

The ADV_HLD work units that are most likely to reved potentid vulnerabilities as described
above are asfollows.

Inconsistencies (eg. ADV_HLD.2-2) may help redise any attack, depending on the nature of
the inconsstency.

Description of TSF in terms of subsystems(e.g. ADV_HLD.2-3) isnot aparticular source of
vulnerahilities, but more a prerequisite to evauator understanding.

Description of the subsystem security functionality (eg. ADV_HLD.2-4) identifies the
security responsibilities of a subsystem and possible effects e.g. on security databases. The
dependencies of the SFs can be determined, and the potentia for manipulation of those
dependencies established.  The evauators should aso be adle to formulate a picture of the
security architecture, whereby it is established where SFs are implemented, and where the low-
level functions that handle the assets to be protected are implemented. This may highlight the
potentia for bypass attacks which the next work units may consider.

Hardware, firmware and software requirements(e.g. ADV_HLD.2-5) and presentation of
functions of supporting protection mechanisms(e.g. ADV_HLD.2-6) are not direct sources
of vulnerability, but provide a context in which certain attacks (bypassing, tampering) may be
ruled out.

Details of subsystem interfaces (eg. ADV_HLD.2-7 through ADV_HLD.2-9) complement
earlier checksby detailing potentid interre ationships between subsystems. Theevduatorsshould
investigate the avail ahility of interfacesto subsystemsthat implement low-leve functions. If such
interfaces are externdly visble, it may be possible to bypass any SFs that the ST requires be
invoked prior to the execution of such functiondity. Also worthy of investigation are apparent
sequences that could be manipulated, e.g. subsystems that are processes could be killed, or
affected by scheduling functions.

Description of separation (eg. ADV_HLD.2-10) may rely on protection mechanisms.
Evduators should note in particular any assumptions that might be undermined by detall
introduced at lower representationd levels (if the LLD and code are to be eva uated).

Traceability analysis (eg. ADV_HLD.2.2E) condgders subsysem functiondity and
interrelaionships i.e. how subsystems cooperate to provide an SF. This builds on the details
dready examined, consdering the ‘overal picture of how the security functions are provided.

Low-Leve Design

59.

60.

This TSF representation continues the decomposition of the TS to the granularity of individua
modules that can be related to the source code implementation of the SFs. The search for
vulnerabilities follows smilar principles to that described above for the HLD, focusing on the
additiond detail introduced as aresult of the refinement process.

Thefollowing casesare of particular interest when performing the ADV_LLD evauator actions,
and as such merit further investigation:

a)  Availability of interfacesto ‘lowlevel’ modules. Inthiscontext, a‘low-leve’
module is one that implements ‘low levd’ functions that are relevant to security (in
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61.

62.

63.

65.

other words, functionality that is subject to one or more SFs). An example of such
modules would be those that read data from, or write data to, afile, where the ST
requires enforcement of file access controls. The availability of theinterfacesto
modules that implement such ‘low-leve’ functions should therefore be consdered for
potentid bypass of the rdevant SFs (which will, typicaly, be implemented by different
modules).

b) Modulesthat provide externally visible interfaces. Whils externd interfaces will
have been consdered in the FSP, the internal LLD for such modules may highlight the
possihility of atacks that are not visble a the higher level. This may include inadequate
input parameter vaidation (suggesting possible interface input attacks), or the
processing of such inputs may suggest ways of congtructing inputs to achieve some
unexpected purpose, bypassing an SF.

c) Storageof TSF dataredied upon by modules. The LLD should describe any globa
data structures used to provide storage for temporary copies of TSF data. The
potentid for atackers gaining access to such storage areas should be investigated.

d) Sharedresources. TheLLD should identify resources shared between different
modules. The evauators should consider the potentid afforded by accessesto such
resources, such asillicit accessto senditive user or TSF data, or manipulating the
content of such resources to affect the operation of another process or cause anillicit
data flow.

It may be noted that modul e sequence attacks are not explicitly consdered heresincethese are
not (or should not) be susceptible to manipulation, being by definition interna sequencesthat are
under the control of the TSF. This contrasts with the Stuation in the HL D representation, where
the subsystems in an identified ‘ sequence’ may have some externd manifestation that can be
manipulated, e.g. processesarevishbleto user, or theremay be physica interfaces between TOE
components.

The ADV_LLD work units that are most likely to reved potentid vulnerabilities as described
above are asfollows.

Description of module purpose and functionality (eg. ADV_LLD.1-4and ADV_LLD.1-6)
will inform the eval uator asto how an S or security revant functiondity isprovided, highlighting
dependencies (e.g. data structuresin which TSF datais stored) that might be undermined. This
information may aso revea unexpected effects of the execution of a module that might be
exploited, eg. tointerferewith the operation of an SF.  Descriptions of how input parametersare
handled may reved the potentid for attack through the externd interfaces (e.g. providing
unexpected input, or attempted use of an interface for an unexpected purpose).

Description of moduleinterrelationships(e.g. ADV_LLD.1-5) may hepidentify the potentia
for bypassing attacks (possibly reveding routes through a series of module calsthat may lead to
compromise of an asset without the effective enforcement of security) or tampering attacks
(wheremoreindirect interrel ationships are concerned, for examplethrough globd data structures
that could offer the potentid for interference with an SF).

| dentification and description of moduleinterfaces (eg. ADV_LLD.1-7andADV_LLD.1-9)
may provide a supporting role in helping to identify possible attack methods, eg. possble
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606.

67.

interference with SFs through the unexpected manipulation of data structures containing TSF
data

I dentification of externally visible interfaces (e.g. ADV_LLD.1-8) hdpslinktheLLD tothe
FSP, and thus helpsto identify possible susceptibility to attacks based on the supply of inputsto
the TSF, e.g. thorough inadequate parameter vaidation.

Traceability analysis (eg. ADV_LLD.1.2E) condgders module functiondity and
interrelationshipsi.e. how modules cooperate to provide an SF. Aswith the HLD traceahility
andyss, this evduator action builds on the detalls aready examined, considering the ‘overal
picture of how the security functions are provided.

Code Analysis

68.

69.

70.

71.

Inthis section we consder vulnerabilitiesthat might befound in theimplementation representation.
The description which follows is presented in terms of code analys's, dthough examination of
hardware drawings might provide smilar gpproaches.

The code implementation is cdlosdly linked with the LLD: the LLD provides an overview of the
implementation representation that is uncluttered by implementation detalls, particularly fromthe
perspective of moduleinterrelaionships. The LLD may aso point to those parts of the code that
are likeliest to contain vulnerahilities, eg. as a result of highlighting areas where the design is
unduly complex.

As with the search of other TSF representations, the focus at this levd is on the potentid
exploitation of implementation detail not visble a higher leves.

Thefollowing casesare of particular interest when performingthe ADV_IMP evduator actions,
and as such merit further investigation:

a) Codeimplementation of externally visible interfaces. Evduators should examine
the code for externa TSF interfaces to determine whether there isalack of adequate
parameter vdidation or error handling. Such vulnerabilities could help redise interface
input attacks.

b) Storageof TSF data. TheLLD should describe any global data structures used to
provide storage for temporary copies of TSF data. The potential for attackers gaining
access to such storage areas should be investigated at the code level.

c) Sharedresources. TheLLD should identify resources shared between different
modules. The evauators should consider the potentid afforded by accessesto such
resources, where thisis visible at the code leve, e.g. illicit access to senditive user or
TSF data, or manipulating the content of such resources to affect the operation of
another process or cause an illicit data flow.

d) Validation checkson TSF data. Evduators should investigate whether the code
authors have made any unreasonable assumptions (whether explicit or implicit) of prior
vadidation of TSF datathat has been directly input by the user, or read from afile or
database in which it is stored. The consequences of invaidating such assumptions
should be investigated.

€)  Security critical coderoutines. It isexpected that such routines (those that lie a the
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72.

73.

74.

‘heart’ of the implementation of any SF, e.g. implementing access control rules, or
collating and formatting audit information into an audit record) will be examined as part
of the code sampling. The implementation detail may reved problemsthat could give
rise to vulnerabilities.

The ADV_IMP work units that are most likely to reved potentid vulnerabilities as described
above are asfollows.

Inconsistencies (e.g. ADV_IMP.1-3) may hdp identify avariety of vulnerabilities arisng from
incongstent handling of data (e.g. input parameters, variablesholding TSF data). 1t may be noted
that the CEM does not give much guidance onthetypesof incongstency to search for; the above
list may be used to give focusto the search required by thiswork unit. Fundamentally, of course,
evaluator resources are best deployed towards searching for those inconsistencies that are most
likely to result in avulnerability.

Traceability analysis (e.g. ADV_IMP.1-4) may hdp identify vulnerabilities ariang from the
introduction of implementation detall, whether it be those that arise from an unduly complex
implementation of the dgorithm underpinning an SF, or through additiond implementation detall
that undermines explicit or implicit assumptions madein the LLD.



