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Subject:  SOF-medium Rating for Passwords

REFERENCES CEM Verson 2.2 Annex B.8

Issue

1. If Tables3and 4in CEM are used to caculate the SOF rating for a password mechanism, where
automated attack is not possible (i.e. Equipment = Nonein Table 3), then it isimpossible for the
resultant SOF rating to be SOF medium.

2. This is because the attack scenario that needs to be conddered is that of a layman manualy
atacking the password mechanism.  Assuming no knowledge of the TOE is needed, and no
equipment is used, the SOF rating is dependent purely on the time taken to defeet the mechanism.
If lapsed time and access to the TOE is > 1 month, then this achieves a score of 17 (8 + 9).
According to Table4 thisis only SOF-basic (18 is needed for SOF-medium).

3. The only way a higher SOF raing can be achieved is if the time taken is deemed to be "Not
practica". According to Table 3, the rating achieves SOFhigh

4. Therefore, literd gpplication of the SOF tables to purdy manua attacks can only ever result ina
rating of SOF-basic or SOF-high. This seems unreasonable, and surdly was not intended by the
CEM authors. For example, if the said layman is attempting to defeeat a password mechanism,
every hour of every working day, and is till perssting with the attack over amonth later, can one
serioudy characterise this individud & having "low motivation” and hence having low atack
potentid (cf. the SOF-basic definition in the CC)?
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I nter pretation

5. SOF ratings caculated using the guidance in CEM B.8.2 should dways be vaidated againgt the
definitions of the SOF rating levels as given in CC. In particular, if manud attack isthe only attack
scenario being consdered, then careful consderation should be giveniif thetime required isgreater
than 1 month. If thetimetaken isinsufficiently greet to be judged as"Not practica", a SOF rating
of SOFmedium may Hill be judtiified for any of the following reasons

a) In practice, any manua attack taking greater than 1 month would be systematic rather than
random. To execute asystematic attack over this period would probably require someform of
automated support (e.g. to generate alist of passwords to try), or may require a "proficient”
attacker to be able to decide which passwords to try in a systematic manner. Either
consderation would lead to an additiona 2 pointsfor either "sandard equipment” or "proficient”

expertise.

b) If thetimeis sgnificantly grester than 1 month (e.g. 3 months or more) then the principle of
interpolation of table vauesgivenin CEM para 1837 could be extended to justify the additiona
point necessary to achieve SOF-medium;

¢) Intheattack scenario described, attack islikely to be through the norma login process, where

faled login atempts may be audited. Thus the attack is likely to be detected, in which case
(following CEM para 1842) the higher rating of SOF-medium would be justified.
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