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Business Questionnaire: CESG Tailored Assurance Service

To initiate a CTAS Evaluation, please complete this questionnaire for the Target of Evaluation (TOE)
 of the CTAS Evaluation and then do the following:

1. Send a ‘softcopy’ to the IACS Delivery Office (iacs@cesg.gsi.gov.uk). CESG will determine whether the TOE is appropriate for CTAS, or whether a different Assurance Assessment Service is a better fit;
2. If available, also send any supporting documentation (see “Attachments” - last page) in softcopy form with this questionnaire. Answers to questions may reference specific sections in the attachments;

3. Send a ‘softcopy’ to the CTAS Companies, listed on the CTAS section of CESG website, to initiate the commercial process.

Customers of CTAS should plan for a CTAS Evaluation to take at least 3 months, from the time that contracts are agreed. This is a very rough guide and is highly dependent on the complexity of the Target of Evaluation.

CTAS encourages reuse of appropriate information at the Accreditor’s discretion. For example, if the TOE has been through a Fast Track Assessment or SYSn Evaluation, please provide the Security Target (ST) or other background/TOE Scoping Information) in ‘softcopy’ along with this questionnaire.

Assume that the Reader has no prior knowledge of your system and explain relevant parts of the architecture, specialist terms and expand any acronyms.

	Name (POC)
	

	Role
	

	Organisation
	

	Address
	

	Telephone
	

	Email
	

	RLI Address 

(if available)
	


	Questionnaire

Submission date
	

	Submission Version number

	e.g. V1

	Revision date

(if V2 or more) 
	

	CTAS Reference Number (Assigned by CESG)
	


Section 1 - Pre-requisites

These are the initial required ‘Inputs’ to the CTAS scoping process.

1.1 Mandatory pre-requisites

Please ensure that the following activities have been completed:

· A CTAS Company is identified, together with any required Specialist Test House

· An Accreditor is identified, has requested a CTAS Evaluation and is committed to being involved in the process (critically: committed to attend the CTAS Start Up meeting, where the Security Target and Evaluation Work Programme are agreed);

· An IS1
 Risk Analysis (or equivalent) has been completed and is provided as an attachment to this questionnaire. In the case of Products this is not likely to be relevant;

· A High-level System Architecture is available and is provided as an attachment to this questionnaire. In the case of Products this may take the form of a ‘deployment architecture’ or may not be relevant;

· A list of all sub-systems and products (COTS
 and bespoke) that are relevant to the TOE and is provided as an attachment to this questionnaire.  Please include details on any evaluations that have already been completed, or are in progress (for example CAPS) and which operating system(s) are being used. Please put this information in the tables provided in Questions Q3.13 and Q3.14.

1.2 Desirable pre-requisites

The start up of a CTAS Evaluation will be more efficient if the following activities have been completed:

· A Project Plan is available indicating key milestones, in particular the CTAS Evaluation and any dependencies on CESG resources;
· A draft Security Target (ST) and Evaluation Work Programme (EWP) for the Target of Evaluation, or the previous Fast Track or SYSn ST and EWP, are provided as attachments to this questionnaire, or in advance of the meeting;
· Any supporting information, for example from evaluations of system components, is provided as an attachment to this questionnaire.
Section 2 - Contextual information

Q2.1) What are the key target dates for the CTAS Evaluation work?

	Evaluation Start Date
	

	Evaluation End Date
	

	Security Testing Dates

	

	Accreditation Date
	


Q2.2) What are the Impact Levels (as defined in IS1- Part 1 Appendix A6) of the data in terms of:

	Confidentiality
	ILx

	Integrity
	ILy

	Availability
	ILz


	System Criticality Level

(MoD Only)
	


Q2.3) Who are the points of contact?

	
	Sponsor
	Customer

	Name (POC)
	<Systems Integrator or Product Vendor>
	<Government Department or CNI Org.>

	Organisation
	
	

	Address
	
	

	Telephone
	
	

	Email
	
	


	
	Accreditor
	Specialist Test House

	Name (POC)
	
	<See Q4.5>

	Organisation
	
	

	Address
	
	

	Telephone
	
	

	Email
	
	

	
	

	
	CTAS Evaluation Company

	Organisation
	


Q2.4) If the Project is already being supported by CESG, please provide the name and role of the relevant CESG point of contact:

	Name (POC)
	

	Role in Project
	


Q2.5) Are there any external dependencies; for example an ongoing product evaluation? 
Q2.6) Is any part of the system (or will any data be transmitted) outside of the UK? Is there any connectivity with systems located outside the UK?

Q2.7) Please provide an indication of the likely number of users of the System; distinguishing between normal users and privileged users and any clearances held (e.g. SC).

Q2.8 Are there any international aspects?

Is there a requirement for recognition in other countries?
Section 3 - The Target of Evaluation (TOE)

Q3.1) What is the name (and version if known) of the Target of Evaluation (TOE)?

Q3.2) Is the TOE a Product, System or Service?

If the distinction is unclear please state. 
Q3.3) What are the business benefits provided by the TOE?

Please supply a short description of how the TOE will contribute to UK national security (or confirm whether it is purely a commercial product). Is it related to an HMG or CNI project already supported by CESG? Why is the evaluation important?
Q3.4) Please provide a brief description of the TOE (i.e. the proposed scope of a CTAS Evaluation).

Please explicitly state how it relates to the high-level System Architecture provided in the attachment (this may be not applicable for Products).
Q3.5) Please highlight which of the following generic security enforcing aspects of the TOE are relevant to the CTAS Evaluation (mark the ones which apply with an ‘X’):

	Cryptography
	

	Network components/architectures
	

	Managed Services (patch, virus scanning)
	

	Procedural security 
(security enforcing business processes)
	

	Personnel Security (vetting & clearances etc.)
	

	Physical Security (hardware tampering etc.)
	

	Other: (please define)


	


Q3.5.A) If cryptography is a security enforcing aspect please briefly describe any functionality such as encryption, hashing, random number generators etc. 

Please state whether public domain, CESG approved or other algorithms used and if any CAPS or FIPS-140 assessment required.

Q3.6) Will a source code review be required?

If the answer is ‘Yes’, complete Q3.6.A and Q3.6.B below; otherwise move on to Q3.7
Q3.6.A) Has the ‘owner’ of the source code agreed to make it available to the CTAS Company and/or CESG?

Q3.6.B) Is the ‘owner’ of the source code a UK company (hence not subject to Export Controls
)?

Q3.7) What stage is the TOE at in the development lifecycle? (Mark the one that applies with an ‘X’):

	Requirements Capture
	

	Analysis and Design
	

	Implementation
	

	Maintenance
	

	Decommission
	


Q3.8) Do any longer term plans exist for the TOE?

For example, future connections to other systems, re-evaluation, maintenance and support. If Assurance Maintenance is required, please complete Section 5.
Q3.9) Has a version of the TOE been the subject of previous assessment, evaluation or maintenance?

If yes, please give full details, including Evaluation Company, Evaluation Level and Certification Report or CESG Statement reference if applicable. Are previous Evaluation Technical Reports available? If re-use of this work is desired, please summarise the changes from the last evaluated/maintained version.
Q3.10) Is the TOE relying on previous evaluations of components?

Please give details and explain whether they are being used (within the TOE or platform) and in their evaluated configuration.
Q3.11) Please provide any other relevant information

CESG may require additional information for specialist TOEs – e.g. smartcards or biometrics.
Q3.12) If the Security Target is unavailable, please indicate which generic security features of the system/product are likely to be within the scope of the evaluation  (mark the ones that apply with an ‘X’):

	Identification & Authentication
	

	Access Control
	

	Accounting
	

	Audit
	

	Integrity
	

	Availability
	

	Secure Data Exchange (e.g. export filters)
	

	Object Reuse
	

	Secure Erasure
	

	Other: (please define)


	


Q3.13) Please identify any security relevant COTS products (major software/hardware/firmware components) and country of origin if known:

	Product Name
	Product Version
	Country

	
	
	

	
	
	

	
	
	

	
	
	


Q3.14) Please identify any sub-systems:

	Sub-System Name
	Version

(if relevant)

	
	

	
	

	
	

	
	


Q3.15) Please identify any relevant protocols. For example: TLS, IPSEC, ACP127, etc, 

Section 4 - Evaluation Logistics

Q4.1) Will the live operational system or a Reference System be available for evaluation purposes?

If a Reference System, please state: 

a) Whether it can be located at the CTAS Company’s premises or needs to be at the Customer’s or Sponsor’s premises

Q4.2) If a Reference System is being evaluated please state whether it is representative (an interim build) or an exact copy of the operational system
If it a representative reference system please summarise the key differences between that version and the operational system.

Q4.3) If on-site testing or access to a live operational configuration is required, please give details, including any constraints on performing security functionality or penetration tests by the evaluators.

Q4.4) Do you anticipate that the CTAS Company will require any specialist evaluators?

If so, please name specialism(s) – e.g. Smartcard, secure data erasure.
Q4.5) Do you anticipate that the CTAS Company will need to subcontract any work to a Specialist Test House?

If so, please complete Q2.3.
Q4.6) Please indicate the minimum number of anticipated on-site meetings (e.g. with Sponsor or Accreditor at SWGs) and their probable location (at CESG’s, Sponsor’s or Customer’s premises).

Exclude the mandatory Evaluation start up meeting and any Penetration Tests.
Section 5 - CTAS Assurance Maintenance
Q5.1) What assurance maintenance services do you require from CESG? (If none, please skip this section.)

Please provide details of specific period (e.g. 3 years) or specific events (e.g. 2 maintenance reviews or 1 annual review), or scope of work.

Q5.2) What is the status of any Assurance Maintenance Plan?

Please provide an up to date copy if it is available 
Q5.3) What is the status of any Security Impact Analysis?

Please provide an up to date copy if it is available
Q5.4) What are the likely changes envisaged during the course of the contract with the CTAS Evaluation Company? 

For example: bug fixes, new hardware platform, security irrelevant code updates, software only
Q5.5) Are any changes expected that will trigger a re-evaluation (rather than a routine audit)?

Q5.6) Which evaluation deliverables are expected to change? 

For example: Security Target, design, code, test material, guidance documents, procedures
Q5.7) Are there any new security enforcing features?

Please provide details.
Q5.8) Can you supply any updated evaluation deliverables for background information (primarily to assist with scoping of the maintenance work)?

For example: soft copies of draft Security Target, design, test material and bug-list.
Section 6 - Glossary of System/Product-Specific Terms

Please complete or attach a Project Specific Glossary of Terms, and references if applicable.

Attachments

Please supply in softcopy the following attachments subject to availability and relevance:

· Risk Analysis (e.g. IS1)
 Note this is unlikely to be relevant to Products

· High level System Architecture

 In the case of Products this may take the form of a ‘deployment architecture’ or may not be relevant;
· Breakdown of all system and product components being used, stating any evaluations completed or underway;

· (Desirable) - A draft Security Target, or Security Target from the previous evaluation (e.g. Fast Track or SYSn) for the TOE (to assist in scoping the evaluation);

· (Desirable) - Any supporting information for example from evaluations of system components.

NOTE: The desirables need only be provided if the Accreditor has agreed that they are relevant. It is imperative that information contained within that is no longer relevant is highlighted to CESG.

Appendix A- The CTAS Engagement Process



Appendix B- Overview of the CTAS Evaluation Process 
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� The system, sub-system or product that is to be evaluated under CTAS


� The first version will be V1, if any changes are made please increment the version number appropriately


� HMG IA Standard 1- available from � HYPERLINK "http://www.cesg.gsi.gov.uk" ��www.cesg.gsi.gov.uk�, or on request from � HYPERLINK "mailto:enquiries@cesg.gsi.gov.uk" ��enquiries@cesg.gsi.gov.uk�


� COTS: Commercial off-the-shelf


� Please state the planned dates for significant security tests. For example a code review or a penetration test.


� Source code with a security element is subject to export controls governed by the Wassenaar Agreement. Importing cryptographic code into the UK for the purposes of evaluation can significantly increase a project’s timescales.
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