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Commercial Product Assurance pilot - selection criteria

Software Disk Encryption – Vendor self assessment

To all vendors, please complete the following self assessment form, including as much information as possible. Completed forms should be returned via E-Mail to iacs@cesg.gsi.gov.uk.

Vendor name: _______________________________________________________________________________________________
Product name and version: ____________________________________________________________________________________

General Requirements:

These questions refer to your ability as a vendor to engage with the pilot process. The pilot will first involve CESG evaluation staff, and – at a later date – an external lab – and both groups will require access to certain information and resources from you. 

	Query Area
	Vendor Response
	Additional Notes

	Are you able to provide CESG with full access to the source code for this product
?
	 
	 

	Are you able to provide CESG and a lab with design documentation for this product?
	 
	 

	Are you able to provide CESG access to engineering and development staff?
	 
	 

	Are you able to provide CESG access to a full build environment for the product?
	 
	 

	Are you able to share test data and coverage with CESG?
	 
	 

	Are you able to provide CESG and a lab with a realistic test environment for this product?
	 
	 

	Can you provide CESG with debug-builds / equipment?
	 
	 

	Do you have a dedicated PoC for questions and queries during this pilot?
	 
	 

	Does your product have any existing cryptographic certifications (e.g FIPS, CAPS etc)

 If so please list them.
	
	


Product Specific Requirements:

	Query Area / Product Capabilities
	Metric
	Vendor answer
	Additional Notes

	What is the maximum capacity drive supported?
	Size
	 
	 

	How many reboots are required to install the product?
	Count
	 
	 

	Can the data encryption key (DEK) be changed without a full decrypt of the drive?
	Yes/No
	 
	 

	Approximately how long does it take to rekey a fully encrypted 150GB drive?
	Time
	 
	 

	Approximately how long does it take to fully encrypt a 150GB drive from fully decrypted?
	Time
	 
	 

	What is the size of any clear text areas when the drive is fully encrypt
	Size
	 
	 

	Cryptographic algorithms supported
	Text
	
	

	Are administrator privileges required to configure the product?
	Yes/No
	 
	 

	Which operating systems does the client software support?
	Text
	 
	 

	Does the product have 32bit support?
	Yes/No
	 
	 

	Does the product have 64bit support?
	Yes/No
	 
	 

	Does the product have TPM v1.2 support?
	Yes/No
	 
	 

	Does the product have Smartcard support?
	Yes/No
	 
	 

	Does the product support the encryption of multiple partitions?
	Yes/No 
	 
	 

	Does the product support SATA?
	Yes/No
	 
	 

	Does the product support PATA?
	Yes/No
	 
	 

	Does the product support SSDs?
	Yes/No
	
	


CESG may also perform various independent tests to judge whether to pilot this product through the assurance scheme. These may include tests of read / write performance, judging the performance overhead of encryption and decryption operations, and using tools such as Microsoft’s Application Verifier and Driver Verifier to seek evidence of general robustness.

If these additional tests are judged necessary to select a product for the pilot, CESG will contact each developer to discuss the tests to be performed and the testing process.

� Via a suitable confidentiality / non-disclosure agreement. This information would not be released to the lab.
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