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Foreword

The Common Criteria scheme for Information Technology Security Evaluation (CC) is a scheme that is mutualy recognised by
organisations in several countries. This scheme is supported by documentation which includes the Common Criteria Common Evaluation
Methodology (CEM).

This document is intended to supplement CEM in the evaluation of biometric devices. It has no formal status and has been produced by an
informal international group known as the Biometric Evaluation Methodology Working Group (BEM WG). It is hoped that Test Facilities
carrying out biometric evaluations under the CC will use the methods described here in support of the aspects of evaluation relating to the
nature of biometric devices. If these methods can be used internationally in support of CC evaluations, then forma arrangements could be
made for the adoption of this methodology as part of the CC process.

Version 1.0 is a draft version for use in the trial evaluations of biometric systems, and for consideration by the Common Criteria
Interpretation Management Board (CCIMB) for possible adoption as a Supporting Document in the CC scheme. Any comments on the
document should be addressed to Alan Richards or Philip Statham at CESG.
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1. Introduction

1.1.

1.2

1.3.

Background

The Common Ciriteria (CC) is used as the basis for evaluation of security properties
of Information Technology (IT) products and systems. The CC provides a common
set of security functional requirements for IT products and systems, as well as
assurance requirements that permit the establishment of levels of confidence that
security functions and assurance measures meet these requirements. An important
goal of CC evaluations is to help consumers determine whether an IT product is
secure enough for its intended use and whether implicit risks are tolerable.

The proper and complete evaluation of biometric technology products is not
explicitly catered for under the current version of the CC. The successful
implementation of biometric products is dependent on the nature of the application,
location and environmental factors, demographics of the user population and many
other variables. These dependencies as well as technical issues are not adequately
covered under the CC and the methodology implicit in the Common Evaluation
Methodology (CEM) should be carefully assessed in light of these biometric issues.

This document specifically addresses biometric technology evaluations under the
CC, and is for the benefit of IT Security Evaluation Facilities (ITSEFs) in the
international CC Recognition Arrangement community. It has been produced by the
Biometric Evaluation Methodology Working Group (BEM WG) and originates from
earlier work documented in [BTSE].

Version 1.0 of this document has been issued as a draft, for usein trial evaluations by
ITSEFs and for consideration by the Common Criteria Interpretation Management
Board (CCIMB) as a potential CC Supporting Document. Comments or suggestions
for revisions should be sent to the BEM WG. It is hoped that other national and
international standards groups, CC certifying bodies and ITSEFs will also be able to
comment on the material in this document.

Purpose

This document is aimed mainly at evaluators and I TSEFs. Its purposeisto clarify the
Common Criteria evaluation methodology applicable to the assurance requirements
for evaluations of biometric systems and products.

It adso includes additional guidance relating to the definition of an evaluation
Security Target (ST), for example the selection of appropriate security functions;
vulnerabilities and threats; and testing for statistical and security features.

Structur e of this Document

Chapter 1 is an Introduction to the rest of the document, and includes an introduction
to biometric systems.

Version 1.0 Page 1 August 2002
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Chapter 2 describes Common Criteria Assurance Requirements with respect to
biometric evaluations, and outlines additional guidance to supplement CEM for
assurance aspects of biometric evaluations.

Chapter 3 considers in more detail the aspects of biometric systems that create
particular issues in respect of evaluations.

Chapter 4 briefly summarises the main conclusions of the document.
Annex A isalist of References used in the document.

Annex B is a Glossary of abbreviations and special terms used in biometrics, in
Common Criteria evaluations, and in this document.

Annex C gives guidance as to how the security functional requirements of a Security
Target can be interpreted for a biometric device.

Biometric Systems

This section gives a high-level description of typical biometric system components.
Refer to Annex B for aglossary of technical terms.

The mgjor components of a biometric system, which are explained in more detall
below, are:

a)  Capture—acquisition of araw biometric sample.
b)  Extract — conversion of the raw biometric sample data to an intermediate form.

c) Create Template — conversion of the intermediate data into a user template for
storage.

d) Compare— comparison with the information in a stored reference template.

Biometric systems are used in two separate modes. Initially an enrolment process is
used for each new user, taking biometric samples to establish a new template.
Subsequently the verification® process takes new samples and compares them to
saved templates of enrolled users.

A simplified model of a biometric system, which includes the inputs and outputs of
the biometric system, is shown in Figure 1. In general, a Target of Evaluation (TOE)
could include a biometric system as shown, but parts of it, for example template
storage, could lie outside the TOE. The components shown in this diagram are
described in the following sections.

! Both here and elsewhere in this document the term verification is used, for convenience, to
cover a process which may be either verification (one to one) or identification (one to many).
These and other biometric terms are defined in the Glossary in Annex B.
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Figure 1: Simplified Biometric System
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18. Note

that this diagram and the subsequent descriptive sections present a ssimplified

model of a general biometric system, which could be complicated by factors such as
the following.

a)

b)

d)

Version 1.0

The biometric data at various stages may be generically termed a Biometric
Identification Record (BIR) [BioAPI]. The nature of the BIR, e.g. raw sample,
processed data or template is defined in the header structure of the BIR under
the BioAPI standard.

Confidentiality and integrity of the biometric and other user data may be
protected by cryptographic mechanisms or other means, e.g. access control.

The system may be distributed over multiple locations, such as in a client-
server architecture.

The result of the biometric comparison gives an indication of the user identifier
by which the user is known to the system. This identifier can be used by the
policy management part of the system to give access to a portal — either a
physical or logical access system. The output to the portal may be a simple
yes/no, or released user information for a verification system, or a list of best
matches for an identification system.

Page 3 August 2002
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€e)  Transmission paths between the various components of the biometric system
and the transmission path between the biometric system and the portal may be
protected by encryption to maintain confidentiality. Unique session keys may
also be used to counter replay attacks.

Capture

This component includes both enrolment capture and verification capture. It is
defined as the automatic capture or measurement of the physiological or behavioural
characteristic(s) of a person.

This component may include processes that enhance the quality of the acquired
sample, such as user interface (Ul) feedback or using a number of acquisitions to
produce the sample.

Each device type will have certain criteria and procedures defined for the capture
process, both for enrolment and for verification. For example, in afingerprint device,
the capture may have to include the centre part of the fingerprint to ensure the
maximum number of characteristic features of the print. For facial recognition
devices, some require the person to be in a standard position directly facing the
capture device. For other devices, other criteria and procedures must be clearly
defined to ensure a standard, repeatable capture process.

Extract

This component extracts and preserves the distinct and repeatable biometric features
from the system capture representation of the sample. This component is critical
from a security evaluation point of view, since the level of uniqueness inherent in a
template will influence the False Match Rate of the system.

The extract component is generaly a proprietary agorithm. Inherent in this
algorithm is quality control, wherein through some mechanism, the sample is rated
for quality. If the quality is not acceptable, the capture process may be repeated.

Quality standards of the captured biometric are expected to be high during
enrolment, since this forms the basis against which all further biometric comparisons
are made. Repeated attempts may be required in enrolment so that the best biometric
can be used as the reference.

Create Template

This component creates the biometric template from the output of the extract
component above. This component may include the addition of user credentials,
encryption of the biometric and other data, or digital signing of the BIR. (See the
BioAPI and CBEFF standards documents [BioAPI, CBEFF]).
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Compare

This component compares the biometric information extracted from the sample and
the biometric information in the reference template. It will typicaly include
comparing an output score with a predefined threshold value.

The comparison may be against a single template (for verification), or against a list
of candidate templates (for identification).

The threshold may be configurable by the administrator, or it may be fixed by the
biometric system. Clearly, the security assurances relating to the setting of this value,
the protective means within the biometric system to safeguard the threshold setting,
and the internal decision process to decide a match are some of the most critical
components of a biometric system and their vulnerabilities should be carefully
assessed.

When the biometric verification process is successful, user credentials and other data
may be released from the BIR. The decision whether to accept or reject the user may
use further evidence, e.g. a username, PIN or token, in association with these
credentials. For multimodal biometric systems, decisons may depend on a
mathematical process based on the results of the comparison process for more than
one biometric.

Other Components

Enrolment and Registration.

30.

The biometric enrolment of a user will form part of alarger registration step, linking
the biometric sample to the identity of the enrolled individual. The individual may be
associated with an identifier by which the user is known to the system, which may be
linked to the biometric template. This identifier is usually the link between the
biometric verification process and the rights and privileges granted to the user by the
system. There is an important relationship in this critical phase with the environment,
since the link can only be made with proper identification references as witnessed by
the administrator who assigns the captured biometric to an individual.

Transmission and Storage.

31

32.

33.

As noted above, the transmission and storage of the biometric and other user data
may be protected by encryption. The integrity of the biometric data may also be
maintained by the use of digital signatures. (See[X9.84].)

The templates may be stored locally within the biometric system, on a separate
database on a client or server, or on atoken held by the user such as a smartcard.

Biometric data will normally be treated as TOE Security Function (TSF) data, and is
also aform of User Data. Further discussion of User Data and TSF Datais given in
Annex C.5and C.9.
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34. Note that some systems may use compression and decompression of biometric
information to facilitate its transmission. In this case, there will be security
implications if the compression process resultsin aloss of information.

Policy Management.
35. The overall IT system usually includes components to manage security policies and
control user rights. This uses outputs from the result of the biometric comparison to

control accessto a portal — either a physical or logical access system.

36. Some parts of the administrative control of user rights and privileges may be outside
the control of the biometric system under evaluation.

Version 1.0 Page 6 August 2002
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2. Assurance Requirements and Evaluation M ethodology

2.1.

37.

38.

39.

40.

2.2.

41.

General

This chapter assesses the applicability of security assurance requirements
[CC3_SAR] in the context of the design, development and operation of a biometric
system. In general, the assurance requirements to establish that the system’s
functional requirements and specifications are realised in its development and
implementation are considered to be the same for biometrics as for any I T security
system or component. In this context, all classes, families and components of
assurance are applicable to biometric systems.

There are two main areas in which biometric systems need special consideration for
security evaluations, as follows:

a Analysis of Vulnerabilities. Evaluators will need to be aware of the
vulnerabilities specific to biometric systems, and they will need expertise and
facilities to test for vulnerabilities.

b) Performance Testing. Evaluators need to examine carefully the developer's
tests that establish statistics such as False Accept Rate (FAR), and will need to
check these by carrying out tests of their own.

The CC Evauation Methodology is defined in the Common Methodology for
Information Technology Security Evaluation (CEM) [CEM], which is a companion
document to the CC. The current scope of the CEM (and of this document) is up to
and including EAL4. CEM allows for the use of further interpretations and this
chapter provides specific interpretations for biometric systems.

In the following sections, only the assurance classes, families and components
requiring special consideration for biometric systems are listed.

ST Evaluation and PP Evaluation

The Evauation Activities ASE, Security Target (ST) Evauation, and APE,
Protection Profile (PP) Evaluation, apply to all evaluations regardless of EAL. For
biometric systems, evaluators should note the comments listed below.

a) A biometric system should be clearly identified as such in the ST. If use is
made of the advice given in this document, then this fact should be clearly
identified and referenced in the ST. Note that this document, BEM, has no
formal status, and its use is not currently mandated.

b)  The overal description of a biometric system should include a description of
the physical and operating environment of any capture devices. Where
relevant, it should note the need for environmental controls and environmental
testing.
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c) For any references to Strength of Function (SOF) in the ST or PP, see the
guidance given in Section 3.3.

Evaluation Assurance L evels

Evaluation assurance levels provide an increasing scale of assurance based on a
model that balances the level of assurance with the effort and cost required to
achieve and demonstrate that level of assurance [CC3_SAR]. Each EAL is defined
by the appropriate assurance requirements for that level. The increase in assurance is
accomplished by substitution of a hierarchically higher assurance component from
the same assurance family (increasing in rigour, depth and/or scope) and from the
addition of assurance components from other assurance families.

Table 1 summarises the relationship between evaluation assurance levels EAL1L to

EAL4 and the assurance classes, families and components recommended for

biometric evaluation. This table extends the information in [CC3_SAR] Table 6.1. In

the table:

[+] indicates a recommended augmentation in addition to the requirements of
[CEM],

[*] indicatesthat further guidanceis given in this chapter.

Table 1. Evaluation Assurance Level Summary

Assurance Class Assurance EAL1 EAL2 EAL3 EAL4
Family Component Component Component Component
Confi . ACM_AUT - - 1
Mogn'%‘ern"’}'zr‘]’t” ACM CAP |1 2 3 4
ACM_SCP - 1 2
Delivery and ADO_DEL 1 1 2
Operation ADO _IGS 1 1 1 1
ADV_FSP 1 1 1 2
ADV_HLD 1[*] 2[*] 2[*]
ADV_IMP - 1
Development ADV_INT - - -
ADV_LLD - 1
ADV_RCR 1 1 1 1
ADV_SPM --- --- - 1
Guidance AGD_ADM 1[*] 1[*] 1[*] 1[*]
Documents AGD_USR 1[*] 1[*] 1[*] 1[*]
ALC DVS --- --- 1 1
. ALC FLR - - -
Life Cycle Support ALC LCD - - - 1
ALC TAT - - 1
ATE_COV - 1 2 2
ATE DPT - --- 1 1
Tests ATE FUN | — 1] 10 1]
ATE_IND 1[*] 2[*] 2[*] 2[*]
AVA_CCA --- --
Vulner ability AVA_MSU --- 1[*] 2[*]
Assessment AVA_SOF 1[4 [*] 1[*] 1[*] 1[*]
AVA_VLA 1[*] 1[*] 2[*]
Version 1.0 Page 8 August 2002
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The selection of assurance requirements for each level, as defined by [CC3_SAR]
Table 6.1, is generally considered appropriate for biometric TOEs. The only
proposed modification to the assurance profiles provided here is for EAL L. Because
of the importance of FAR and other statistics as a measure of Strength of Function
(SOF), it is strongly recommended that any EAL1 evaluation of a biometric should
be augmented by theinclusion of AVA_SOF.1.

The sections and tables below list each evaluation action for which further guidance
Is given for biometric evaluations, in addition to CEM. For each action, the work
units are listed, with additional comments where relevant. In these sections additional
guidance is shown in the text where there are differences for different EAL
evaluations.

ADV - Development

This class of assurance requirements includes the family of High-level design
(ADV_HLD), which provides a description of the system in terms of major structural
units. In evaluating the robustness of a biometric system, evaluators may consider the
use of emerging standards both for the biometric and for the interface between a
biometric device and an application or operating system.

Standards related to a biometric (e.g. fingerprint, voice pattern, iris pattern) are not
sufficiently developed to be considered as a requirement in the design and
implementation of a biometric system. There are some developing standards for
facial analysis, handwriting and voice, and some more advanced standards for
fingerprints (e.g. the FBI Fingerprint Compression Standard based on WSQ Grey-
Scale Fingerprint Compression Specification).

At higher levels of assurance, evaluators may consider how the developer has
followed the intent of standards related to biometrics. They may be able to use the
standards to help with the analysis of system's design. Relevant standards so far
produced include the following.

a)  The Biometric Application Programming Interface (BioAPI) standard has been
developed by the BioAPI Consortium and published by the American National
Standards Institute (ANSI) [BioAP].

b)  The Common Biometric Exchange File Format (CBEFF) has been developed
by the CBEFF Technical Development Team and published by the National
Institute for Standards and Technology (NIST). [CBEFF]

c) The ANSI standard X9.84 defines standards for Biometric Information
Management and Security [X9.84].

Comments for High-level Design (ADV_HLD) are given in the following table. Note
that the component ADV_HLD.2 applies to EAL3 and EAL4 evauations, and
component ADV_HLD.1 applies for EAL2. This section is not relevant to EAL1
evaluations.

Version 1.0 Page 9 August 2002
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Table 2: High Level design (ADV_HLD)

Applicable | Evaluator Work Unit Comments
EAL(s) Action ADV_ | :ADV
HLD.1-1, HLD.2-1 No additional comments.
HLD.1-2, HLD.2-2 No additional comments.
HLD.1-3, HLD.2-3 No additional comments.
HLD.1.1E, HLD.1-4, HLD.2-4 No additional comments.
2,34 HLD.2.1E HLD.1-5, HLD.2-5 No additional comments.
HLD.1-6, HLD.2-6 No additional comments.
HLD.1-7, HLD.2-7 No additional comments.
HLD.1-8, HLD.2-8 No additional comments.
Descriptions of interfaces may be in terms of
HLD. 2.9 defined biometric standa{ds eg. BioAPI_ and
3,4 HLD.2.1E ' CBEFF and other developing standards [BioAPI,
CBEFF].
HLD.2-10 No additional comments.
Specifications of interfaces may be in terms of
defined biometric standards eg. BioAPl and
2,34 HLD.1.2E, HLD.1-S.HLD-211 | cBEFF and other developing standards [BioAPI,
HLD.2.2E CBEFF].
HLD.1-10, HLD.2-12 | No additional comments.
2.5. AGD - Guidance Documents
50. This assurance class defines requirements directed at the clarity, coverage and

completeness of the operational documentation provided by the developer for users
and administrators.

51. The current definition of the AGD class of requirements can be suitably interpreted
to accommodate the evaluation of biometric systems. However, in terms of providing
evaluator guidance in assessing developer documents, the following advice is given.

a)

b)

b)

Biometric Privacy. A discussion regarding the personal and legal issues
related to collecting and storing of biometric data should be documented. For
additional notes on privacy see Annex C, section C.8.

Environmental Influences. Biometric system operation is greatly affected by
physical environmental influences (e.g. light and sound levels, dust, humidity,
and cleanliness of the biometric capture device) and these can affect accuracy
of the enrolment and verification processes. Hence, guidance documentation
should include information on environmental influences and ways of
minimising these influences. For some notes on environmental testing, see
section 3.2.

Setting of Thresholds. Where it is possible to change the matching thresholds
used in the comparison process, documentation should include the effects of
changing these thresholds, the means of changing these thresholds, and the
importance of these thresholds in determining security.

52. Comments for Administrator Guidance (AGD_ADM) are given in the following
table. The component AGD_ADM.1 appliesto all evaluations from EAL1 to EALA4.

Version 1.0
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Table 3: Administrator Guidance (AGD ADM)

Applicable | Evaluator Work Unit Comments
EAL(9) Action AGD_ | :AGD_
ADM.1-1 No additional comments.
ADM.1-2 Administrator guidance should include guidance on

environmental controls and on how environmental
factors affect the security of the system.

ADM.1-3 Any change to a matching threshold should be
consider ed as a function that needs secure control.
ADM.1-4 Guidance on user behaviour may include the need for
1,234 ADM.L1E users to be monitored or supervised. Different

procedures will generally be specified for the
enrolment process,

ADM.1-5 The matching threshold must be considered to be a
Security parameter.

ADM.1-6 No additional comments.

ADM.1-7 No additional comments.

ADM.1-8 No additional comments.

53. Comments for User Guidance (AGD_USR) are given in the following table. The
component AGD_USR.1 appliesto all evaluations from EAL1 to EALA4.

Table 4. User Guidance (AGD USR)

Applicable | Evaluator Work Unit Comments
EAL(9) Action AGD_ | :AGD _
USR.1-1 No additional comments.
USR.1-2 No additional comments.
USR.1-3 No additional comments.
USR.1-4 User guidance should include guidance for the capture
process and for any relevant environmental
1,2,3,4 USR.1.1E considerations. It may also include specific guidance
for the enrolment process.
Guidance may also be given on personal issues, such as
privacy.
USR.1-5 No additional comments.
USR.1-6 No additional comments.

2.6. ATE - Tests

54. This assurance class defines the testing requirements to demonstrate that the Target
of Evaluation Security Functions (TSFs) satisfy the security functional requirements.
(See Annex C for a consideration of security functional requirements.) The concept
of this classis to confirm, through developer and independent testing, that each TSF
operates according to its specification. The genera approach defined by each of the
families and respective components of ATE makes them applicable to all IT security
systems, including biometric ones.

55. Determining the effectiveness of the underlying security mechanisms in biometric
systems is dependent on performance testing. The behaviour of a biometric system
depends on components that include the capture device, the biometric agorithms, the
environmental conditions, and also the distribution of the biometric features among
the user and impostor populations. The statistics of these are not amenable to
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theoretical analysis within the current state of knowledge, and hence performance
testing is necessary to determine the effectiveness of these biometric security
mechanisms.

56. The main performance parameters that determine the effectiveness of a biometric
mechanism are False Match Rate (FMR) and False Non-Match rate (FNMR), which
directly measure biometric recognition. Overall system performance is expressed in
the parameters of False Accept Rate (FAR) and False Regject Rate (FRR). See Annex
B for definitions of these terms.

57. Testing of these rates must include an appropriate and statistically representative data
set that validates the rates. Testing may be done from a collected biometric database
or by enrolling and testing a representative sample population. When databases are
used, the conditions under which the samples were collected must be considered
carefully. Care must be taken in configuring the equipment, verifying its correct
functioning and consistency in collection procedures. See Section 3.4 for some more
genera notes on testing, and see also BPT [BPT].

58. Comments for Functiona tests (ATE_FUN) are given in the following table. The
component ATE_FUN.1 applies to EAL2 to EAL4 evauations. This section is not
relevant to EAL 1 evaluations.

Table 5: Functional Tests (ATE_FUN)

Applicable | Evaluator Work Unit Comments
EAL (9 Action ATE ATE
FUN.1-1 No additional comments.
FUN.1-2 The tests must include statistical performancetests e.g.

for FAR and FRR rates. See section 3.4 and [BPT] for
guidance on tests. Tests may also include the effects of
physical environmental factors on the performance of
the biometric system. See section 3.2.

FUN.1-3 No additional comments.

FUN.1-4 The interpretation of “configuration” should include
the setting of environmental controls, whererelevant.

234 FUN.1.1E FUN.1-5 No additional comments.

FUN.1-6 No additional comments.

FUN.1-7 No additional comments.

FUN.1-8 No additional comments.

FUN.1-9 No additional comments.

FUN.1-10 [BPT] includes some guidance on the quantity of tests
required.

FUN.1-11 No additional comments.

FUN.1-12 No additional comments.

59. Comments for Independent Testing (ATE_IND) are given in the following table.
Note that the component ATE _IND.2 applies to EAL2 to EAL4 evauations, and
component ATE_IND.1 appliesfor EAL1.
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Applicable
EAL(s)

Evaluator
Action ATE

Work Unit
ATE

Comments

IND.1-1, IND.2-1

The interpretation of “configuration” should
include the setting of environmental controls, where

1,234

relevant.
This should also include
environmental conditions.

IND.1.1E, IND.2.1E

checks on the
IND.1-2, IND.2-2

2,34

IND.2.1E IND.2-3 No additional comments.

1,234

The tests will normally include statistical
performancetestse.g. for FAR and FRR rates. Such
tests may be carried out for the ITSEF by an
independent accredited testing facility. See section
3.4 and [BPT] for guidance on tests.

No additional comments.

No additional comments.

No additional comments.

No additional comments.

IND.1-3, IND.2-4

IND.1.2E, IND.2.2E

IND.1-4, IND.2-5
IND.1-5, IND.2-6
IND.1-6, IND.2-7
IND.1-7, IND.2-8

2,34

No additional comments.
No additional comments.

IND.2-9
IND.2-10

IND.2.3E

1,234

No additional comments.

IND.1.2E, IND.2.3E IND.1-8, IND.2-11

2.7.

60.

61.

2.8.

62.

63.

Version 1.0

AVA - Vulnerability Assessment

This assurance class defines requirements directed at the identification of exploitable
vulnerabilities. It addresses those vulnerabilities introduced in the design,
construction, operation, misuse or incorrect configuration of the Target of Evaluation
(TOE).

Three of the families of the AVA class are considered in more detail below. The
fourth family, covert channel anaysis (AVA_CCA) is not normally used for
evaluations below EALS.

Vulnerability Assessment - Misuse (AVA_MSU)

Misuse investigates whether the TOE can be configured or used in a manner that is
insecure but that an administrator or user of the TOE would reasonably believe to be
secure. With respect to biometric systems, this analysis would include the
determination that complete and accurate guidance information is available to both
the administrator and user regarding system modes and environmental impacts
including the required security measures during enrolment. An example of misuse is
the setting of inappropriate quality control parameters for enrolment. If a system
accepts poor enrolment images, then it may be insecure without the administrator
realising this.

Comments for Misuse (AVA_MSU) are given in the following table. Note that the
component AVA_MSU.2 applies to EAL4 evaluations, and component
AVA MSU.1 applies for EAL3. This section is not relevant to EALL and EAL2
evaluations.
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Table7: Misuse (AVA_MSU)

Applicable | Evaluator Work Unit Comments
EAL(S

Action AVA AVA

3,4

The evidence examined should include guidance
on environmental controls and on how
environmental factors affect the security of the
system.

MSU.1-2, Msu.2-2 | No additional comments.

MSU.1-3, MSuU.2-3 | No additional comments.

This is particularly important and should include
MSU.1-4,MSU.2-4 | the physical environment as well as the IT
environment.

MSU.1-5, MSuU.2-5 | No additional comments.

MSU.1-1, MSU.2-1

MSU.1.1E, MSU.2.1E

MSU.2.1E MSU.2-6 No additional comments.

3,4

MSU.1.2E, MSU.2.2E | MSU.1-6,Msu.2-7 | No additional comments.

MSU.2.2E MSU.2-8 No additional comments.

3,4

MSU.1.3E, MSU.2.3E | MSU.1-7,Msu.2-9 | No additional comments.

Guidance must include guidance on how to set
MSU.2.4E MSU.2-10 matching thresholds, if changing the threshold is
per mitted.

2.9.

65.

2.10.

66.

Vulnerability Assessment - Strength of Functions (AVA_SOF)

Strength of function investigates the strength of the underlying security mechanism
of the TOE and its vulnerability. With respect to biometric systems, the strength of
function liesin the ability to correctly identify a user. For access control applications,
thisis measured through the FAR achieved in the operational environment. The FRR
may be considered a measure of inconvenience, but it is aso a measure of
availability, and needs to be kept within acceptable limits for the intended
application. Note that when the primary purpose is to detect people with multiple
identities on the system, the most important parameter may be FRR. The strength of
function for a biometric system is determined by the uniqueness of the biometric
captured from a person and by the transformation of that biometric by the system
into a measurable quantity. Further details for SOF are provided in Section 3.3

Comments for Strength of Functions (AVA_SOF) are given in Table 8 below. The
component AVA_SOF.1 applies to all evaluations from EAL2 to EAL4. While this
section is not relevant to standard EAL 1 evaluations, it is strongly recommended that
any EAL1 evaluation of a biometric device should be augmented by the inclusion
of AVA_SOF.1.

Vulner ability Assessment - Vulnerability Analysis (AVA_VLA)

Vulnerability analysis is an assessment to determine whether vulnerabilities
identified during the evaluation of the development, construction and anticipated
operation of the TOE could allow users to violate the TOE Security Policy.
Vulnerability analysis of biometric systems has some features that distinguish it from
normal IT vulnerability analysis. For a consideration of vulnerabilities specific to
biometric systems, see Section 3.5.
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Table 8: Strength of Functions (AVA_ SOF)

Applicable | Evaluator Work Unit Comments
EAL(s) Action AVA_ | :AVA
SOF.1-1 No additional comments.
SOF.1-2 No additional comments.
SOF.1-3 No additional comments.
Guidance on FAR and FRR is availablein BPT [BPT].
SOF analysis will be required for multimodal
+.2.3.4 SOF.L1E SOF.1-4 biometrics,yor when a biomete?ic isused in combination
with another mechanism.
As an alternative to CEM Annex B.8 [CEM], see
SOF.1-5 [JIL_Smart]. See also section 3.3.
SOF.1-6 No additional comments.
SOF.1-7 No additional comments.
U+, 2,34 SOF-12E SOF.1-8 No additional comments.
67. Comments for Vulnerability Analysis (AVA_VLA) are given in the following table.

Note that the component AVA_VLA.2 applies to EAL4 evaluations, and component
AVA_VLA.1 applies for EAL2 and EAL3. This section is not relevant to EAL1
evaluations.

Table 9: Vulnerability Anal

sis(AVA _VLA)

Applicable | Evaluator Work Unit Comments
EAL(s) Action AVA_ | :AVA_
VLA.1-1, VLA.2-1 No additional comments.
VLA.L1E, VLA.2.1E | VLA.1-2, VLA .2-2 No additional comments.
VLA.1-3, VLA .2-3 No additional comments.
The evaluator should consult appropriate
2,3,4 VLA.1-4, VLA.2-4 documentation on potential vulnerabilities for
biometric systems. See section 3.5.
VLAL2E VLA22E 'y, A 15 vILA25 No additional comments.
VLA.1-6, VLA.2-6 No additional comments.
VLA.1-7, VLA .2-7 No additional comments.
2,3 VLA.12E VLA.1-8 No additional comments.
2,3,4 VLA.L2E, VLA.2.2E | VLA.1-9,VLA.2-8 No additional comments.
The evaluator should consult appropriate
VLA23E VLA2.0 dpcumentation on potenti_al vulnerabilities for
- : biometric systems. See section 3.5.
Asan alternativeto Annex B.8, see[JIL_Smart].
The evaluator should consult appropriate
VLA.2-10 documentation on potential vulnerabilities for
4 biometric systems. See section 3.5.
VLA.2.4E VLA.2-11 No additional comments.
VLA.2-12 No additional comments.
VLA.2-13 No additional comments.
VLA.2-14 No additional comments.
VLA.2.5E VLA.2-15 No additional comments.
23,4 VLA.L2E, VLA.25E | VLA.1-10, VLA.2-16 No additional comments.
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3. Testingand Analysis

3.1

68.

3.2.

69.

70.

Introduction

This chapter considers in more detail the particular areas that need to be addressed in
biometric evaluations. The main areas are as follows.

a)  Biometrics are affected by their physical environment. For example a device to
read iris patterns obviously relies on the ambient lighting conditions. This
means that the physical environment needs to be defined as part of the
biometric system's configuration, and aso that tests should include tests on
environmental influences. Section 3.2 considers the range of environmental
tests relevant to biometric systems.

b)  Although the security performance of a biometric system may be defined in
terms of its security functional requirements (- see Annex C), the effectiveness
of the system relies on its ability to discriminate accurately between the
biometrics of different people. It needs to define this in terms of a Strength of
Function, related to rates such as FAR. Section 3.3 considers the definition of
SOF for biometrics.

c) The SOF of a biometric system will be defined in terms of its FAR and other
statistical measures, and it is important for these measures to be tested. Section
3.4 considers issues relating to this testing. In particular, it addresses the
guestion of how many individuals need to be tested to establish the level of
FAR.

d) There are severa aspects of biometric systems that introduce possible threats
and vulnerabilities. For example, can afingerprint system be made to accept an
artificial finger that has been given afingerprint pattern? As well as the need to
consider such threats, the Evaluation Facility will also need to be able to devise
and carry out suitable tests against these threats. Vulnerability analysis and
testing is considered in section 3.5.

Environmental Testing

The performance of a biometric device depends on physical environmental
conditions in away that does not usually apply to other IT systems. For example, iris
recognition may depend on light levels, voice recognition may depend on ambient
sound levels, and levels of atmospheric dust may affect fingerprint devices.

For this reason, biometric devices need to be tested for their robustness under
various environmental conditions?, and in particular for the dependence of security
on environmental factors. The results of the examination of physical robustness may
lead to restrictions regarding the location of use.

2 These conditions will form part of the definition of the configuration in the Security Target.
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Some of these environmental factors and their relevance for specific types of
biometric system are shown in Table 10.

Table 10: Environmental Factors Related to Biometric Type
Fingerprint
Iris Face | Optica | CMOS | Hand | Voice
sensor Ssensor

Ambient lighting X X X X
Ambient sound levels X
Temperature X X X
Ambient electromagnetic noise X X X X X X
Atmospheric humidity X X
Dust and other specific atmospheric contaminants X X X X
Voltage supply variations X X X X X X
Shock and Vibration X X X X X X

72. It should be noted that environmental influences may operate on the users as well as
directly on the sensor hardware. For example, increased temperature or humidity
may affect fingerprint sensors by increasing users sweat levels.

73. Any restrictions on environmental conditions that affect biometric devices should be
adequately documented in the hardware specification or in the administrator and user
guidance.

74. Sensor ageing may mean that the robustness of a biometric device may deteriorate
with time. For example, the effectiveness of an optical fingerprint reader may
deteriorate as atmospheric dust and dirt gradually affect the sensor. This means that
physical and environmental tests may have to be repeated periodically.

3.3 Strength of Function

75. Strength of Function (SOF) is an important part of the evaluation of a biometric
device. It is related to False Accept Rate (FAR), but the correspondence between
FAR and SOF is not simple or clearly defined.

76. It is proposed that all biometric Security Targets (ST) should include a claim for
SOF and a rationale to explain the claim. This rationale should include an
estimate of FAR with a clear definition of the test procedures and algorithms
behind the FAR claims.

77. When SOF is described in terms of FAR etc., there will not normally be a need to

define a SOF level — as basic, medium or high. Where such a clam is used for
biometric verification, the guidelinesin Table 11 can be used®.

Table 11;: SOF defined in Terms of FAR

Strength of Function L evel Maximum FAR
SOF-Basic 0.01 (1in 100)
SOF-Medium 0.0001 (1 in 10,000)
SOF-High 0.000001 (1 in 1,000,000)

% For an identification system, SOF will depend on the size of the database of enrolled users.
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For each level, this Table shows the maximum acceptable rate for FAR for a unique
biometric such as face shape. Evaluators will need to assess the extent to which SOF
is affected by possible use of similar biometrics (e.g. two eyes for iris scan, ten
fingersfor fingerprints), and the extent to which thisis controlled by procedures.

The SOF claim may also include claims about other statistics such as FRR, FTA and
FTE, which affect target availability. For such claims, the ST should provide a
rationale for the SOF claim and should justify the procedures and algorithms behind
al relevant statistical performance tests.

More complex statistical rationales will be needed for a multimodal biometric, or for
abiometric used in combination with other mechanisms e.g. passwords or tokens.

When considering Strength of Function, as an alternative to Annex B.8 of CEM
[CEM], biometric ST may use [JIL_Smart].

Statistical Performance Testing

Because of the importance of FAR in assessing SOF, it is important for biometric
evaluations to consider the statistical performance testing used to establish these
rates. Other measures such as FRR, FTE and FTA may aso need to be assessed as
part of the evaluation.

Evaluators will need to consider whether live or off-line testing is appropriate, and
they will need to look carefully at the sample population(s) used. For live testing,
environmental conditionswill need to be considered.

Aswell as considering the reliability of existing testing, the evaluators have to assess
how much additional testing is required to check out the claims of the ST.

To establish a clamed FAR, cross comparison (comparing all test samples to al
enrolled templates, either 'live’ or 'off-line’) is the most efficient test technique.
However, because cross comparisons are statistically dependent, no clams to
statistical confidence can be made. Determination of test size will depend on both the
unknown correlations and the anticipated error rates. As neither of these can
generaly be known in advance, we recommend using the largest test population
that can be reasonably managed.
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86. The number of statistically independent comparisons required to support a claimed
error rate isillustrated in Figure 2. For example no false matches in N independent
impostor comparisons would support a claimed false match rate of 3/N, with 95%
confidence, while 30 errors would support a claim of 41/N.

Figure2: Claimed Error rates
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Figure 2 shows 95% confidence decision regions for accepting (or rejecting) an error rate
claim with N independent comparisons. (The chart provides a reasonable approximation
when the claimed error rate is1% or below)

87. To ensure statistical independence, the impostor and impersonated templates in all
comparisons must be different, and selected randomly and uniformly from the target
population. This approach is unlikely to be efficient for low false match rates, as N
independent comparisons will require 2N volunteers.

88. An alternative cross-comparison approach will often be adopted, though this does not
ensure dtatistical  independence.  With P people, cross-comparison  of
attempts/templates for each (unordered) pair, may exhibit a low degree of
correlation. The correlations within these P(P-1)/2 false match attempts will reduce
the confidence level for supporting an FMR claim compared with the same number
of completely independent attempts.

89. If this approach is adopted, for medium SOF biometric systems (FMR ~ 1 in 10,000),
the volunteer crew should consist of at least 250 individuals®. This may give
sufficient independence in the trial to support FMR claims down to 1 in 10,000.

* P=250 gives N=P(P-1)/2 of the order of 30,000. If no errors are observed, the point (0, 3/N)
on the graph shows that no claim better than 1 error in 10,000 could be supported.
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If multiple attempts per person are used (even made with different fingers, or eyes
etc.) these will generally produce a high degree of correlation between attempts.
Therefore such additional attempts should not contribute to the notional number of
independent testsin the trial.

If a sufficient number of errors are encountered, formulae given in [BPT] may be
used to estimate the true confidence intervals taking into account the dependenciesin
the data. Further guidanceis givenin [BPT].

The following guidelines for statistical performance testing are also proposed.

a)  Because biometric devices depend on environmental conditions, tests should
be carried out in controlled environments that match the environment
defined in the security target. Any deviation from this condition should be
accompanied by a rationale to support the deviation. It could, for example,
include the results of environmental tests, which show that the dependence on
physical environment is within acceptable limits.

b) Because biometric devices depend on user population characteristics, tests
should be carried out on population samples that match the characteristics of
the proposed user community. Any deviation from this condition should be
accompanied by a rationale to support the deviation. It could, for example, be
supported by independent tests, which show that the dependence on population
characteristics is within acceptable limits.

c) As an dternative to doing their own tests for statistical performance,
Evaluation Facilities may use other independent facilities to carry out these
tests. Such independent facilities should be approved under National Schemes
for such testing, and testing will have to conform to the comments made above.

d) Providing that the testing meets the necessary conditions and is acceptable to
the National Scheme Certification Authority, evaluators may use the results of
previous independent tests.

For guidance on all aspects of the statistical performance testing of biometric
devices, evaluators are strongly advised to consult [BPT].

Vulnerability Testing

When testing for vulnerabilities, there are some considerations that apply to

biometric systemsjust as for other IT devices. For example:-

a) Are there self-test mechanisms? (particularly if sensor ageing is to be
considered);

b) Isthere afail-safe mechanism?

It is, however, necessary to consider those additional vulnerabilities that relate to
biometric devices in general, or to specific biometric technologies. Table 12, lists
some of these specific threats and includes some more general threats that should be
considered when testing for vulnerabilities.
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It is particularly important to consider threats that are associated with direct input and
output of a biometric template.

Templates and other biometric samples are considered to be very sensitive
information. They identify and are bound to people. It is the template that is used to
determine the user’s rights and privileges to access a resource. Prior to the template
being bound to the credentials, privileges, rights, etc., it is at its most vulnerable
state. An attacker may try to substitute his’her own template to masquerade as the
intended user.

When a template is disassociated from its binding with the user, there is the
possibility of a substitution attack. If the unbound template is transported or
transmitted through an accessible, unprotected medium, then an appropriate means of
protection must be considered. The possibility of somehow duplicating the device-
specific format of the biometric must also be considered in an evaluation. This must
be done through the analysis of the proprietary algorithms that transform the
biometric into the template used by the device for comparison, determining the
output of the algorithm and then determining the likelihood of duplicating the output
through some means.

The path that templates and user credentials take within the biometric system, and
between the biometric system and any externa device must behave in a manner that
makes is impossible (or at least prohibitively expensive) for an attacker to “sniff” or
inject at any point in the path. Thisis critical whenever the biometric system includes
storage or transmission of biometric templates outside a protected environment.

When performing a vulnerability evaluation of a biometric system, the evaluator
must consider a wide variety of generic threats to the security of the system. All
elements of a biometric system are susceptible to these threats to some degree. In this
section, we use Figure 3, (an annotated version of Figure 1) showing locations within
the biometric system identified numerically.

While this section is targeted primarily at verification systems where users claim to
be enrolled in the biometric system to gain access to privileges, similar principals can
be applied to identification systems where users, either explicitly or implicitly, clam
not to be enrolled in the system.

The implied end result of al of the threats listed below is to obtain unauthorized
access to the associated privileges via the porta (illegal entry); or disalow
authorized access to privileges viathe portal (denial of service).
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Figure 3: Locationsfor Biometric System Threats
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Table 12 shows the genera threats that may need to be considered when evaluating
biometric systems for vulnerabilities. It uses the outline numbers corresponding to
locations identified by the circled numbers in Figure 3. It assumes that the biometric
system administrator is non-hostile and thus trusted to manage the biometric system.

However, the administrator may make mistakes.

Table 12: General Threatsfor Biometric Systems

No. | Threat See also

1. User Threats. Authorized user provides own biometric sample, unknowingly,

unwillingly (coercion), or willingly (collusion), to impostor

11 Impostor covertly captures a biometric sample from authorized user, e.g. record | 2.2, 2.3
voice, photograph face.

12 Impostor steals a biometric sample from authorized user e.g. cut off authorized | 2.2, 2.3
user finger, or install fake biometric readers to capture biometric sample.

13 Authorized user knowingly provides own biometric sample to impostor | 2.2, 2.3
(collusion)

14 Authorized user modifies own biometric sample to facilitate an impostor attack | 2.2, 2.3
(collusion)

2: User/ Capture Threats

21 Impostor presents own biometric sample in a zero-effort attempt to impersonate | (a) 2.7
(a) a randomly selected authorized user (for verification), (b) any authorized | (b) 2.7
user (for identification), (c) a selected weak biometric template, or (d) an | (c) 2.7,6.4,8.2, 84
authorized user with a biometric sample similar to that of the impostor (e.g., a | (d) 2.7
twin).

2.2 Impostor modifies own behaviour (e.g. voice, signature) or physiology (e.g. | (a) 1.1, 2.7, 4.1, 6.4,
face, hand) in an attempt to impersonate (@) a selected authorized user, or (b) a | 6.2, 7.1, 15.2
selected weak biometric template. (b) 2.7,6.4,8.2,84
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No. Threat Seealso
2.3 Impostor presents an artificial biometric sample (e.g. fake fingerprint, voice | (a) 1.1, 2.7, 4.1, 6.4,
recording) in an attempt to impersonate (a) a selected authorized user, or (b) a | 6.2, 7.1, 15.2
selected weak biometric template (b)2.7,6.4,8.2,84
24 Impostor presents a noisy, poor-quality, or null biometric sample in an effort to | 2.7, 6.4, 8.2, 8.4
match aweak or regular-quality biometric template.
25 Impostor utilizes a residual biometric image left on the biometric system | 2.7
(typically a latent fingerprint) in an attempt to impersonate the last authorized
user.
2.6 Impostor presents own biometric sample after impostor's biometric template has | (a) 6.1
been: (b) 5.2
(a) provided on aforged personal data carrier e.g. smart card; (c)6.1
(b) placed in the biometric system's template storage database by illegal | (d) 7.1, 15.2
enrolment;
(c) illegally added directly to storage database; or
(d) illegally inserted directly into the comparison subsystem.
2.7 Impostor mounts a hill-climbing or other repeated-attempt attack that is not | 2.1-2.5, 8.3, 10.1
detected via audit trails.
3: Capture/ Extraction Threats
31 Impostor intercepts an authorized biometric sample during transmission | 2.2, 2.3
between the Capture and Extraction subsystems.
32 Impostor inserts an authorized biometric sample directly into the Extraction | 15.2
subsystem, e.g. replay attack, thus bypassing the Capture subsystem.
4: Extraction/ Comparison Threatsduring Verification
41 Impostor intercepts extracted biometric features during transmission between | 2.2, 2.3
the Extraction and Comparison subsystems.
4.2 Impostor inserts extracted biometric features directly into the Comparison | 6.4, 6.2, 7.1,15.2
subsystem.
5: Extraction/ Template Storage Threats during Enrolment
51 Authorized user presents a noisy, poor-quality, highly varying, or null biometric | 2.1, 2.2, 2.3, 2.4
sample; or modifies own behaviour; or presents an artificial sample, in an effort
to enrol aweak biometric template.
5.2 Unauthorized user is enrolled: (a) 2.6, 8.2
(a) administrator error, e.g. credentials not properly checked. (b) 2.6, 15.2

(b) authorized user template intercepted and replaced with impostor template
during enrol ment

6: Template Storage Threats

6.1 Impostor's own biometric template is either (a) provided on a forged personal | (a) 2.6, 13.4, 14.4
data carrier (e.g., smart card); or (b) illegally placed in the biometric system's | (b) 2.6, 8.2, 13.4,
template storage database [Either a new authorized user account created for the | 14.4
impostor, or the template of existing user replaced with impostor template.]

6.2 Impostor steals the biometric template of an authorized user from template | 2.2, 2.3, 4.2, 8.2,
storage or from another biometric system. 13.1,13.4,14.4

6.3 Attacker modifies or deletes biometric templates in storage. 13.1,14.1

6.4 Impostor intercepts an authorized biometric template during transmission | 2.2, 2.3, 4.1
between the Extraction and Template Storage subsystems.

7: Template Retrieval Threats

7.1 Impostor intercepts an authorized biometric template during transmission | 2.2, 2.3, 4.1
between the Template Storage and Comparison subsystems.

7.2 Impostor inserts own template directly into the Comparison subsystem. 2.6,4.2,15.2

8: Administrator/ Resour ce Manager Threats

8.1 A hostile authorized user or impostor may acquire administrator privileges
through (a) non-biometric means, e.g. coercion, password, backup system,
aternative authentication method, or exception handling procedure, or (b)
biometric means as presented in this outline
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No. Threat Seealso
8.2 Non-hostile administrator (unintentionally or under coercion) or hostile | (8) 2.1,2.2,2.3,2.4
authorized user or impostor who has acquired administrator privileges: (b) 12.2
(@) incorrectly modifies matching threshold (c)6.1,6.2
(b) incorrectly modifies user privileges (d) 2.7
(c) alows unauthorized access to template storage (e) 5.2
(d) alows unauthorized modification of audit trail
(e) enrols an unauthorized user
8.3 Administrator failsto properly review and respond to audit trail anomalies. 2.7
8.4 Attacker modifies matching threshold 21,22,23,24
9: User/ Policy Management Threats
9.1 Impostor authenticates as authorized user through non-biometric means, e.g.
collusion, coercion, password, backup system, alternative authentication
method, or exception handling procedure.
10: Policy Management Threats
10.1 Audit data collection inadequate to detect attacks (e.g., hill-climbing or other | 2.7
repeated-attempt attacks).
10.2 Attacker modifies user identifier. 12.2
11: Threatsto Policy Management/ Portal
111 Attacker inserts appropriate "grant privileges' signal directly into portal, thus | 15.1
bypassing the entire biometric system.
11.2 Attacker cuts power to system. 13.1,14.1
Either (a) system fails in "open" or "insecure" mode allowing unauthorized
access; or (b) system fails in "closed" or "secure” mode disallowing authorized
access
11.3 Attacker defeats backup system, alternative authentication method, or exception
handling process: (a) during normal operation, or (b) after a "secure" system
failure
12: Portal Threats
12.1 Attacker gains unauthorized access to privileges with the willing or unwilling
aid (e.g., piggybacking, collusion, coercion) of an authorized user after the user
has been authenticated.
12.2 User gains access to unauthorized privileges after privileges have been | 8.2, 10.2

improperly modified.

13. Threats to all hardware components, e.g. Biometric sensor, portal hardware,
integrated circuits, input/ output hardware, computer, etc.

131 Attacker tampers, modifies, bypasses, or deactivates one or more hardware | 6.3, 11.2, 14.1, 15.1
components.

13.2 Attacker exploits hardware "back-door," design flaw, environmental conditions, | 14.2
or failure mode

13.3 Attacker floods one or more hardware components with noise, e.q.
electromagnetic or acoustic energy)

134 Impostor intercepts inserts authorized biometric template from/to one or more | 6.1, 6.2
hardware components.

14: Threatsto all softwar e/ firmware components

14.1 Attacker tampers, modifies, bypasses, or deactivates one or more software or | 6.3, 11.2, 13.1, 15.1
firmware executabl es.

14.2 Attacker exploits software or firmware "back-door,” agorithm quirk, design | 13.2
flaw, or failure mode.

14.3 A virus (or other malicious software) is introduced into the system.

144 Impostor intercepts/ inserts authorized biometric template from/ to one or more | 6.1, 6.2, 6.3
software or firmware components.

15: Threatsto all connections (including network thr eats)

151 Attacker tampers, modifies, bypasses, or deactivates one or more connections | 7.1, 11.1, 13.1, 14.1
between components.

15.2 Impostor intercepts or inserts authorized biometric sample or template as it is | 2.2, 2.3, 2.6, 3.1,
being transmitted between subsystems or components. 41,52,7.1
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104. The Evaluators will need to examine the ST to see which of these threats are
relevant. Some of them may be countered by means outside the biometric system, for
example by procedural means.

105. In addition to examining open sources for vulnerabilities, it is assumed that each
evaluation laboratory and ITSEF will develop techniques to test for the various
threats described in Table 12, as well as any others threats that emerge during the
testing process. Testing laboratories and certification authorities may develop a
compendium of techniques for internal use under appropriate security protocols
(which may not be shared with outside entities).
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4. Conclusions

106.

107.

108.

109.

110.

111.

112.

113.

Biometric systems can be evaluated under the CC in the same way as other 1T
systems. The TOE, whether it is a system or product, may consist wholly or partly of
biometric hardware and/or software.

The Security Target (ST) of a biometric system evaluation can use all of the security
functiona requirements of the CC in the same way as any other IT system. Further
guidanceisgivenin Annex C.

Although the evaluation processes described in CEM do not specifically cater for
biometric systems, they can be interpreted with the additional guidance given in this
document.

Evaluation Assurance Levels (EAL) as defined within the CC can be used for the
evaluation of biometric systems with one minor recommended change. This change
is that evaluations of biometric systems at EAL 1 should be augmented by
consideration of Strength of Function (SOF).

The areas in which special care should be taken for biometric systems are as follows:

a) Thereare specific threats and vulnerabilities that apply to biometric systems,
e.g. the possible use of an artificial biometric. Such threats should be
considered in the evaluation and should be addressed in the Penetration Testing
of the TOE.

b) Statistical performance tests, e.g. for False Accept Rate (FAR), are important
- both in evaluating the developers' tests and in carrying out further testing.
Evaluators will need to assess the statistical interpretation of the results of al
such tests.

c) Because both biometric sensors and users characteristics may be affected by
physical environmental factors, the evaluation should consider the way in
which performance is tested against such factors. Also the physical
environment may need to be controlled as part of the definition of the system's
configuration.

This document has given advice on the interpretation of CEM to alow for these
special considerations.

It has also included advice on assessing SOF for biometric systems, in terms of the
measured FAR.

With the guidance included in this document, it should be possible to evaluate a

biometric system (or product) under the CC, in the same way as for any other IT
system (or product).

Produced by the Common Criteria Biometric Evaluation Methodology Working Group
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Annex B Glossary and Abbreviations

The following glossary includes genera terms used in the field of biometric
authentication, and all technical terms, abbreviations and acronyms used in this document.
Definitions have been provided from a number of sources, including [BTSE] and [BPT].

For fuller definitions of statistical measures (FAR, FMR, FNR, FRR) see [BPT].

Table 13: Glossary

ANSI

American National Standards I nstitute

Attempt

The submission of a biometric sample to a biometric system for
identification or verification. A biometric system may alow more than one
attempt to identify or verify.

Behavioural biometric

A biometric which is characterised by a behavioura trait that is learned and
acquired over time, e.g. asignature. See also physiological biometric.

BEM Biometric Evaluation Methodology

BEM WG BEM Working Group

BioAPI Biometrics Application Programming Interface standard.

Biometric A measurable physical characteristic or personal behavioural trait used to

recognise the identity of an enrolee or verify a claimed identity.

Biometric application

The use to which abiometric system is put.

Biometric data

Extracted information taken from a biometric sample and used either to build a
reference template on enrolment, or to compare against a previously created
reference template.

Biometric feature

A representation from a biometric sample extracted by the extraction system.

Biometric sample

A biometric measure presented by the user and captur ed by the data collection
system.

Biometric system

An automated system capable of capturing a biometric sample from an end
user, extracting biometric data from the sample, comparing the data with one
or more reference templates, deciding on how well they match, and indicating
whether or not an identification or verification of identity has been achieved.
Note that in CC evaluation terms, a biometric system may be a product or may
be (part of) a system for evaluation.

Biometric template

See template.

BIR

Biometric Identification Record. A BIR includes the reference template and
other data associated with the user.

Capture The process of taking a biometric sample viaasensor from auser.
CBEFF Common Biometric Exchange File Format standard

CCIMB Common Criteria Interpretation Management Board (CCIMB)
CEM Common Criteria Evaluation Methodology [CEM]

CMOS Complementary Metal Oxide Semiconductor

Common Criteria

An international scheme for the security evaluation and certification of IT
systems.

Comparison The process of comparing biometric data with a previously stored reference
template (or templates).

EAL Evaluation Assurance Level

Enrolee A user with a stored biometric reference template on file.

Enrolment The process of collecting biometric sample(s) from a person, and the

subsequent preparation and storage of reference template(s) and associated data
representing that person’s identity.

Failureto acquirerate
(FTA)

The failure to acquire rate is the proportion of attempts for which a biometric
system is unable to capture an image of sufficient quality. When a biometric
system allows multiple attempts, FTA measures failure to capture over these
multiple attempts.
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Failureto enrol rate
(FTE)

The failure to enrol rate is the proportion of the user population for whom the
biometric system is unable to generate reference templates of sufficient
quality. It is the equivalent of FTA for the enrolment process, and depends on
the procedures used in enrolment (which may differ from the procedures for
later identification). It includes those who, for physical or behavioural reasons,
are unable to present the required biometric feature.

False Acceptance

An incorrect identification of an individual, or an incorrect verification of an
impostor .

False Accept Rate (FAR)

The probability that a biometric system will incorrectly identify an individual,
or will fail to reject an impostor. For a positive (verification) system, it can be
estimated from:

(the number of false acceptances)/(the number of impostor verification
attempts).

False Match Rate (FMR)

The rate for incorrect positive matches by the matching algorithm for single
template comparison attempts. For a biometric system that uses just one
attempt to decide acceptance, FMR is the same as FAR. When multiple
attempts are combined in some manner to decide acceptance, FAR is more
meaningful at the system level than FM R.

False Non-Match Rate
(FNMR)

The rate for incorrect negative matches by the matching algorithm for single
template comparison attempts. For a biometric system that uses just one
attempt to decide acceptance, FNMR is the same as FRR. When multiple
attempts are combined in some manner to decide acceptance, FRR is more
meaningful at the system level than FNM R.

False Rejection

A failure to identify or verify agenuine enrolee.

False Regect Rate (FRR)

The probability that a biometric system will fail to identify a genuine enrolee.
For a positive (verification) system, it can be estimated from:
(the number of false rejects)/(the number of enrolee verification attempts).

FAR False Accept Rate

FMR False Match Rate

FNMR False Non-Match Rate

FRR False Regject Rate

FTA Failureto acquire (rate)

FTE Failureto enrol (rate)

I dentification The process of using a submitted biometric sample for comparison against a

template to match a user to a known enrolee. (Normally used only in one-to-
many systems)

I dentification system

Identification systems, where the user makes no explicit claim to identity, may
be compared to verification systems. Without a claimed identity, the biometric
system does a one-to-many process of comparison against al enrolees in its
database.

Impostor

A person making a false claim about identity to the biometric system.

ITSEF

IT Security Evaluation Facility

Live processing

Direct enrolment/ identification of potential users via the normal biometric
captur e process. Compare off-line processing.

M atching score

A measure of similarity or dissimilarity between the biometric data and a
stored template, used in the comparison process.

Multimodal biometric

A biometric device which uses information from different biometrics - e.g.
fingerprint and hand shape; or fingerprints from two separate fingers. All
statistical analysis of multimodal systems should consider how the modes are
combined in the comparison process.

Negative claim

A claim by a user not to be enrolled in the biometric system. This may be
needed to establish that double claims are not being made.

NIST

National Institute of Standards and Technology

Off-line processing

Use of temporarily stored data fed into the comparison process — to simulate
live processing for test purposes.

One-to-many matching

Seeidentification system.

One-to-one matching

See verification system.

On-line processing

See live processing.
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Operational testing

Testing a biometric system to measure its statistical properties (e.g. FAR and
FRR) in a specified operational environment, with a specific target population.

Physical/ Physiological A biometric which is characterised by a physical characteristic. See also
biometric behavioural biometric.
Portal The physical or logical point beyond which information or assets are protected

by abiometric system.

Positive claim

A claim by a user to be enrolled in the biometric system. An explicit claim is
often accompanied by a user identification, and may also be associated with a
password or PIN.

PP

Protection Profile. A form of generic Security Target defined in the Common
Criteria.

Receiver Operating
Characteristics (ROC)

A method of showing the performance of the biometric system over a range of
decision criteria - usually shown as a graph that relates FAR to FRR as the
decision threshold varies.

ROC

Receiver Operating Characteristics

Scenario testing

Testing a biometric system to measure its statistical properties (e.g. FAR and
FRR) in an environment modelled to simulate a particular application.

Security Target

A set of security requirements and specifications to be used as the basis for the
evaluation of a TOE.

Sensor The physical hardware device used for biometric capture
Sensor ageing The gradual degradation in performance of a sensor over time.
SOF Strength of Function

ST Security Target.

Technology testing

Testing one or more biometric systems to measure statistical properties (e.g.
FAR and FRR) to compare various algorithms and technologies — usually
achieved by off-line processing.

Template

A user’s stored reference measure based on biometric feature(s) extracted from
biometric sample(s).

Template ageing

The gradual change of a user’'s biometric feature(s) which requires periodic
updating of the user’s reference template.

Threat An intentional or unintentional potential event that could compromise the
security integrity of the system.

Threshold A parametric value used to convert a matching score to a decision. A threshold
change will usually change both FAR and FRR — as FAR decreases, FRR
increases.

TOE Target of Evaluation. An IT product or system (and its associated
documentation) that is the subject of a Common Criteria evaluation.

TSF TOE Security Function

UKBWG UK Biometric Working Group

User A person who requires access to the portal which is protected by a biometric
system.

Verification The process of using a submitted biometric sample for comparison against a

template to match a user to a known enrolee. (Normally used only in one-to-
one systems, where the user may also have to specify a user name and/or
password or PIN)

Verification system

Verification systems, where the user explicitly claims an identity, may be
compared to identification systems.

Vulnerability The potential for the function of a biometric system to be compromised by e.g.
intention (fraudulent activity); design flaw (including usage error); accident;
hardware failure; or externa environmental condition.

Weak Template A template created from a noisy, poor quality, highly varying or null image,
which typically has a higher FAR than other templates.
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Annex C  Functional Requirements

C.1.

114.

C.2

115.

116.

117.

C.3.

118.

General

This Annex forms part of the guidance to developers and sponsors of biometric
systems in the construction of a Security Target (ST). It will aso be of use to
evaluators in the interpretation of the security functions. It considers the security
functional requirements as defined in the CC, Part II [CC2_SFR] which may apply to
a biometric system — either as in [CC2_SFR] or with some modification. The
sections below consider which of the currently defined security functions (by class)
may apply to biometric systems.

Security Audit (FAU)

The current definition of the FAU class of requirements can be interpreted to
accommodate the definitions of security audit requirements as they relate to
biometrics. This class defines requirements for monitoring user activities and
detecting violations of security policies. These functions are defined to help monitor
security relevant events and act as a deterrent against security violations.

Biometric systems normally depend on a protected environment and trusted
administrator during the enrolment phase. In the case of a distributed architecture
where the reference templates are stored and retrieved from an external data store,
the verification process assumes that the reference template comes from the trusted
source with the correct user identifier appended to the template. Therefore, processes
involved in the enrolment phase or verification phase may be subject to security audit
requirements. In particular, the security functional families related to recognising
(FAU_ARP), recording (FAU_GEN) and storing (FAU_STG) are considered
relevant to certain architectures for biometric applications. These would be defined
in the TOE security target, using the FAU_SEL (Security Audit Event Selection)
family.

Security policy in a biometric system is defined, in part, to determine conditions for
acceptance and rejection of a biometric sample presented to the system. The decision
is based on threshold levels set in the biometric product and may be audited.

Communication (FCO)

This class defines requirements for non-repudiation of origin and receipt. Non-
repudiation of origin or receipt of biometric data is not considered relevant to
biometric systems. Establishing that an originator cannot deny having sent a
biometric template or that the system cannot deny having received it does not
provide assurance with respect to a biometric system.
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C.4. Cryptographic Support (FCS)

119. The current definition of the FCS class of requirements can be interpreted to
accommodate the definitions of cryptographic support requirements as they relate to
biometrics. This class defines requirements for the use of cryptographic support to
satisfy high-level security objectives, including, but not limited to, identification and
authentication, non-repudiation, trusted path, trusted channel and data separation. It
is used when a system implements cryptographic functions through hardware,
firmware, software or a combination. The class is composed of two families:
cryptographic key management and cryptographic operation (i.e. operational use of
the keys). FSC_CKM defines requirements for key generation, distribution, access
and destruction and FCS_COP defines requirements for cryptographic operations.

120. In general, biometric systems can either store the reference in the device itself, on a
chip card (e.g. smart card) kept by the user, or in a centralised database (which may
be publicly accessible) of templates. In the first two cases, this design can be such
that template protection can be ensured. However, whenever the architecture concept
includes retrieving a template from a centralised database or transporting the
template across a public domain, a means of ensuring the protection of the template
is required. Cryptography is used in some biometric systems to ensure trusted paths
and channels and privacy and protection of the biometric template. In some casesit is
also used for application-specific user data. In order to protect the template from
modification or replacement when it resides outside a protected environment, some
systems encrypt the template with internally generated encryption keys and decrypt
when inside a protected environment. This ensures the privacy of the user's
biometric template, a critical factor in the social acceptance of the technology.

C.5. Use Data Protection (FDP)

121. The current definition of the FDP class of requirements can be interpreted to
accommodate the definitions of user data protection requirements as they relate to
biometrics. This class defines a significant set of functional requirements for a
biometric system in terms of protecting user data within the biometric system, during
import, export and storage, as well as security attributes directly related to user data.

122. Two forms of user data are relevant for biometric systems. The first is the actual
biometric dataitself, whether it is the reference or a sample used for comparison. It is
understood that without any direct association between the biometric sample and an
individual, a biometric system cannot establish a true identity. This must be done
during the time of enrolment with documentation outside the biometric system,
through confirmation of records, identity papers, etc. However, due to the socialy
sensitive nature of these samples, these templates must be afforded the protection
associated with “user data’ and therefore subject to all the protective measures
defined by this class of security functions. At issue are the threats of:

a) reversing the template creation process and re-constructing the original image
of the biometric (fingerprint, retinal pattern, etc.);

b)  fraudulently modifying the template;

c)  copying the template for malicious use outside the TOE; and/or
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d) replacing atemplate within the TOE with an attacker’ s template.

Once templates are deleted, it is also reasonable to expect that they are no longer
accessible to another user.

The second form of user data is the data appended to atemplate in order to define the
individual’s access rights and privileges to a system, which is dependent on the
biometric system for identification or verification. This second form is prevalent in
systems that release user data once the individual has been verified.

For both definitions of user data, all families of User Data Protection may be applied
to biometric systems.

| dentification and Authentication (FIA)

The current definition of the FIA class of requirements can be interpreted to
accommodate the definitions of identification and authentication as they relate to
biometrics. This functional requirement includes unambiguous identification of a
person (or entity) performing functions in a TOE. It represents requirements to
establish the claimed identity of each user and verify that each user is indeed who
he/she is claimed to be. For most applications, the biometric system provides the
password that another system or application relies on for unambiguous identification.
How the biometric system performs this unambiguous identification may come under
evaluation — in other words, how unambiguous is the biometric characteristic that is
measured?

Biometric systems differentiate between identification and verification. |dentification
is the process of recognising a person without any claim to identity. Verification is
the process of verifying the claimed identity of a person. With respect to biometric
products, identification means a match determination must be made against each of
the stored reference templates i.e. a one-to-many comparison. On the other hand,
verification means that a claim is provided (e.g. a username) along with the sample
template. This claim points to the reference template that is to be used in the match
determination i.e. a one-to-one comparison.

Some components of the FIA class address the requirements to establish and verify
claimed identity of the user. An interpretation of claimed identity can be made as
follows. A biometric system has been used to collect and store the biometrics of a
large population for purposes of controlling access to information and assets. A user,
wishing to gain access to the information, is prompted by the biometric system to
provide a sample biometric. No claim to identity is provided - i.e. the system must
perform a one-to-many search and determine if a suitable match exists. However, the
user’s claim in this case can be interpreted to mean that the user claimsto exist in the
database of biometric samples. The claim in this case is not a username or identifier
of any type. Therefore, the claimed identity as defined in the CC is appropriate for
biometric system applications.

The issue of unambiguous identification requires further discussion. Biometrics are
inherently not completely unambiguous. Even though human characteristics may be
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unique, the technology and techniques used for measuring these characteristics have
a built-in tolerance. This is due to the inaccuracies of the applied techniques and the
different circumstances under which the characteristics are presented and measured.
This tolerance results in false match rates and false non-match rates. (See [BPT].)
These two rates are related — a lower false match rate will result in a higher false
non-match and vice versa. Therefore, an acceptable balance between these two rates
IS required to approximate the unambiguous identification requirement for this
security function.

Security Management (FMT)

The current definition of the FMT class of requirements can be interpreted to
accommodate the definitions of security management requirements as they relate to
biometrics. This requirement defines the management of security attributes, and TSF
data and functions. With respect to biometric systems, the management of security
functions and attributes are especially relevant to the administration of security
policies and the establishment of threshold levels. These levels determine the
closeness or score required between a sample and reference template in order to
declare them a match. For verification, the setting of threshold levels determines the
rates of false matches and false non-matches, and acceptance or rejection by the
system. Threshold levels are also used in enrolment, where they determine the
similarity required among the samples that go to make up the reference template.
These are unique considerations for biometric evaluations. Furthermore, it is
suggested that these security functions apply for systems that also include
capabilities of, for example, appending user rights and privileges related to an
application.

With respect to FMT_SAE, Security Attribute Expiration, the evaluator must
consider the robustness attribute of the biometric. Some biometrics are intrinsically
robust over the lifetime of a person (e.g. fingerprints do not change over the life of a
person) however are easily prone to damage (e.g. cut on a finger). This must be
considered in the determination of expiration requirements.

Privacy (FPR)

The use of biometrics and biometric products has created much discussion as the
whether or not biometrics enhance or detract from privacy. [Woodward] With
respect to the CC, privacy is a fundamental security function to be considered in an
evaluation of a biometric system. However, it is suggested that the current definition
of Privacy requirements in the CC is insufficient for the evaluation of biometric
systems. This section highlights some of the magjor privacy concerns with respect to
biometrics and suggests policy and legislation solutions as opposed to technological
solutions for some of the concerns. It aso discusses how the current definition of the
Privacy requirements in the CC does not address concerns.

Society readily accepts that using a unique physical characteristic or personal trait
can be used to recognise an individual. The measurement and storing of this
powerful characteristic raises society’s concern over its privacy. Individuals have a
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concern and interest in determining how, when, why and to whom information about
themselves, in this case in the form of biometrics, would be disclosed.

Some of the more significant privacy issues with respect to biometrics are as follows.

a)  Giving up a biometric identifier. Theissue hereis an individual is asked to give
up truly unique information about identity when scanned by a biometric
system. What protection measures have been instituted to safeguard this unique
identifier?

b) Disclosure to third parties. Once the biometric information is obtained, the
issue of replicating, copying or otherwise sharing among public and private
sources is of concern, especially if conducted without the user’s knowledge or
consent.

c) Disclosure of invasive information. There is a concern that some biometric data
may, in some circumstances, reveal medical or health information about an
individual. It has been reported that there is a possibility of gleaning medical or
health information from such biometrics as iris scans (eye diseases, diabetes)
and fingerprints (Down's syndrome or other chromosomal disorders).
Although these assertions are yet to be proven, the concern is now raised
through documented possibilities by medical experts.

d) Regeneration. The issue here is whether the device-specific representation of
the biometric can be regenerated to the original (or close approximation of)
biometric characteristics for identification / verification purposes or identity
theft.

Because of the direct link between the biometric and an individual’s identity, privacy
needs are considered very important and biometric templates should therefore be
subject to protection. The implementation of appropriate policies concerning privacy
issues a) and b) above is considered to be an acceptable method of dealing with these
issues. The disclosure of invasive information, c), although a valid concern, is
outside the scope of a CC evaluation and assurance. However, the implementation of
appropriate policies can prevent use of potential biometrics for these purposes.

The regeneration concern, d) does fall under the CC evaluation. It is suggested that
the current definition of Privacy as a security function is inadequate to address this
issue. The issue is about identification and identification theft, which is far beyond
the protection of user name. The current families of Privacy, namely Anonymity
(FPR_ANO), Pseudonymity (FPR_PSE), Unlinkability (FPR_UNL), and
Unobservability (FPR_UNO) can be applied to biometric TOES; however they do not
address the issue of regeneration for identification or theft identification. Either an
extended requirement needs to be prepared in applicable situations or a new privacy
family developed.

When assessing the true requirements for privacy and protection, it is important to
realise that source images of original biometric data cannot be regarded as secret or
protected. While some biometric features (e.g. retina patterns) are hard to capture
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without special equipment, faces can easily be photographed and fingerprints can be
lifted etc.

Protection of TOE Security Functions (FPT)

The current definition of the FPT class of requirements can be interpreted to
accommodate the definitions of TSF protection requirements as they relate to
biometrics.

A biometric system that simply identifies or verifies a user for a resource does not
automatically convey rights or privileges for that resource. For a system to support
this capability, the template must be bound to a resource in such a way that a
successful match will convey privileges over that resource. It is this concept that
makes the FPT class of functional requirement applicable to biometric systems.
Biometric data in the TOE should be regarded as TSF Data

Each aspect of this class of requirement — the TSF's abstract machine,
implementation and data — is applicable to a biometric system. The major application
of this class of requirements s highlighted by the following groups of families.

a FPT_ITA (Availability of Exported TSF Data), FPT_ITC (Confidentiality of
Exported TSF Data), and FPT_ITI (Integrity of Exported TSF Data) for the
protection and availability of BIRs that are transported between the biometric
system and a remote data store of templates.

b) FPT_ITT (Internal TOE TSF Data Transfer) for the protection, separation, and
integrity of templates and other TSF data that are transferred between separate
parts of a TOE across an internal channel, for example, if the TOE comprises a
device and a host computer; or aclient and server architecture.

c) FPT_RCV (Trusted Recovery), FPT_FLS (Fail Secure), FPT_TRC (Internal
TOE TSF Data Replication Consistency) which address the expected safe
behaviour of a biometric TOE when failure occurs and immediately after.

C.10. Resource Utilisation (FRU)

141.

142.

The current definition of the FRU class of requirements can be interpreted to
accommodate the definitions of resource utilisation requirements as they relate to
biometrics. This class of security functional requirements supports the availability of
required resources such as processing capability and/or storage capacity. It provides
for protection against unavailability of capabilities caused by failure of the TOE. It
also ensures that resources will be allocated to the more important or time-critical
tasks and cannot be monopolised by lower priority tasks.

An important aspect of Resource Utilisation may be considered with respect to the
FRR determined for the biometric system. The FRR is a determination of the
probability that an authorised and pre-enrolled user will not be verified and thus not
allowed further access rights. It relates to availability and part of the list of security
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functions that define the availability service is Fault Tolerance (FRU_FLT). Since it
is a determination of the accessibility of a user to the TOE, it should therefore be an
integral part of the TOE Access requirement and the security evaluation. (Issues
related to failure of TOE components should also be considered as these can
potentially result in false matches and/or false non-matches.)

C.11. TOE Access(FTA)

143.

144.

145.

The current definition of the FTA class of requirements can be interpreted to
accommodate the definitions of TOE access requirements as they relate to
biometrics. This class defines requirements for controlling the establishment of a
user’s session. A session is defined as the period starting at first interaction between
user and TOE, up to the moment that al resources and attributes related to the
session have been de-allocated.

A biometric system can be used in both an enrolment and verification mode. The
enrolment mode implies specific conditions under which a user’s identity is verified
by a trusted administrator with the support of identification documents and other
credentials. Verification mode also implies some limitations with respect to accessin
terms of verification attempts allowed. Access should be limited and controlled
differently in the enrolment mode and in the verification mode.

Another aspect of TOE Access with respect to biometrics is the initia user
interaction with the biometric system. The FNM rate is a determination of the
probability that an authorised and pre-enrolled user will not be verified and thus not
allowed further access rights. Although it is sometimes termed the inconvenience
factor, it isadirect determination of the availability of a system to the user (similar to
FRU), and therefore an integral part of the TOE Access requirement and the security
evaluation.

C.12. Trusted Path / Channels (FTP)

146.

147.

This class defines requirements for trusted communications path between users and
the TOE and for the trusted communication between the TOE and other trusted IT
products. Both families of requirements — FTP_ITC and FTP_TRP — are applicable
to biometric systems in applications where a template is collected in part of the TOE
and then processed or compared in another part or other trusted IT product.

Any time that atemplate is unbound and unencrypted (e.g. for comparison), thereisa
possibility of substitution, altering or copying. Therefore, any path taken by the
unbound template must be trusted and protected. This path may include the
connection between the sensing device and the host computer, within the sensing
device itself, or between a storage device and the host or sensing device. Trusted
path and channels and the implementation approach used by biometric system
developers are subject to evaluation under both families of this class.
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